


Shameless Self Promotion

ÁBlogger...carnal0wnage.attackresearch.com.

ÁMetasploit Project.

ÁAttack Research.

ÁSecurity Twit Ą carnal0wnage.

ÁWant more? Use what I'm about to teach you...or 
ÊÕÓÔ ÁÓËȣ) ÌÉËÅ ÈÏÅÇÁÁÒÄÅÎȢ



Information Gathering

Denotes the collection of information before the attack. 

The idea is to collect as much information as possible 
about the target which may be valuable later.

-Christian Martorella

Edge-Security

Fist Conference 2009
http://www.fistconference.org/ 



OSINT

Open Source INTelligence

Ȱ)Ó ÁÎ ÉÎÆÏÒÍÁÔÉÏÎ ÐÒÏÃÅÓÓÉÎÇ ÄÉÓÃÉÐÌÉÎÅ ÔÈÁÔ ÉÎÖÏÌÖÅÓ 
finding, selecting, and acquiring information from 

publicly available sources and analyzing it to produce 
ÁÃÔÉÏÎÁÂÌÅ ÉÎÔÅÌÌÉÇÅÎÃÅȢȱ

http://en.wikipedia.org/wiki/Open_Source_Intelligence
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Why Do OSINT?

ÁOpen Source Intelligence Gathering is your critical 
first step to Full Scope Pentesting or Real World 
attacking.

ĞIt simulates REAL WORLD reconnaissance.

Ğ!ÎÙÔÈÉÎÇ ÏÎ ÔÈÅ ÎÅÔ ÉÓ ÉÎ ÓÃÏÐÅȣȢ 5ÓÅÒÓ ÁÒÅ ÆÁÉÒ ÇÁÍÅ ÆÏÒ 
client-sides.

Ğ!ÎÙ ÂÏØÅÓ ÙÏÕ Ï×Î ÁÒÅ ÉÎ ÓÃÏÐÅȣȢ .Ï ÂÏØÅÓ ÁÒÅ ÏÆÆ 
limits.

ĞDo you know what information you, your employees, or 
your company has put out there?



Typical PentestingMethodology
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What We Focus On Currently

Recon Scan Enumerate Exploit
Post-

Exploit
Cover 
Tracks Write Report



Real World Hacking Methodology

Discover 
What 

Makes The 
Company 

Money Do 
Whatever 
)Ô 4ÁËÅÓȣ

Discover 
What Is 
Valuable 
To The 

Attacker

Steal It



Definitions!?

ÁA few definitions to get out of the way...I'll try to 
make it as painless as possible.

ÁBut, we're going have to read ...yeah sad face.



Types of Information Gathering

ÁPassive

ÁSemi-Passive

ÁActive

Ğ Category Descriptions 
From http://www.paterva.com/web3/services/information -gathering-
service/



Passive Information Gathering

ÁPassive

ĞGreat care is taken to ensure that the target 
organization does not detect the profiling. This means 
that no packets can ever be sent to the target.

ĞThis type of profiling is typically time intensive .

NO TRAFFIC

Á From http://www.paterva.com/web3/services/information -gathering-service/



Semi-Passive Information Gathering

ÁSemi-Passive

ĞProfiling the target with methods that would appear to 
the target as normal Internet traffic and behavior.

NORMAL TRAFFIC

Á From http://www.paterva.com/web3/services/information -gathering-service/



Active Information Gathering

ÁActive

ĞThis type of profiling should be detected by the target 
organization.

ĞActively seeking out new/unpublished servers, 
directories, files, documents along with full network 
visibility scans.

ABNORMAL TRAFFIC

Á From http://www.paterva.com/web3/services/information -gathering-service/



Categories of Information Gathering

ÁTwo General Types

ĞInfrastructure.

ĞPeople / Organization.



Infrastructure Information Gathering

ÁInfrastructure

ĞEvery organization with an Internet presence requires 
some form of infrastructure to support that 
presence.That information is what we want to discover.

ĞInfrastructure profiling is far easier to do and automate
than people/organization profiling which is more 
manual.



Categories of Information Gathering

ÁInfrastructure



Categories of Information Gathering

ÁInfrastructure



People/Organization Information Gathering

ÁPeople / Organization

ĞEvery organization requires people to support that 
organization. How runs the company? Who runs IT? 
Who runs finance/HR?  That information is what we 
want to discover.

ĞPeople / Organization profiling is much more difficult to 
do and automate than infrastructure.   Which John Doe 
is the right one?



Categories of Information Gathering

ÁPeople / Organization


