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Shameless Self Promotion

A Blogger...carnalOwnage.attackresearch.com.

A Metasploit Project.

A Attack Research.

A Security Twit A carnalOwnage.

A Want more? Use what I'm about to teach you...or
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Information Gathering

Denotes the collection of information before the attack.

The idea Is to collect as much information as possible
about the target which may be valuable later.

-Christian Martorella
Edge Security
Fist Conference 2009

http://www.fistconference.org/



OSINT

Open —ource |\ Telligence
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finding, selecting, and acquiring information from

publicly available sources and analyzing it to produce
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http://en.wikipedia.org/wiki/Open_Source_Intelligence
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File Edit View Terminal Tabs Help

msf exploit(ms06 067 keyframe) > sessions -i 1
[#] Starting interaction with 1...

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\User\Desktop>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IP-AQATESS: « = = & & % & & & & & & P okb D
Subnet Mask . . . . . . & o v 1 255.255.255.8
Default Gateway . . . . . . . . . : 172.16.2.1

C:\Documents and Settings\User\Desktop%]







Why Do OSINT?

A Open Source Intelligence Gathering is your critical
first step to Full Scope Pentesting or Real World
attacking.

G It simulates REAL WORLD reconnaissance.
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client-sides.
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What We Focus On Currently
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Real World Hacking Methodolog
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Definitions!?

A A few definitions to get out of the way...I'll try to
make It as painless as possible.

A But, we're going have taead...yeah sad face.
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Types of Information Gathering

A Passive
A SemiPassive
A Active




Passive Information Gathering

A Passive

G Great care is taken to ensure that the target
organization does not detect the profiling. This means
that no packets can ever be sent to the target.

G This type of profiling is typically time intensive .

NO TRAFFIC

A From http://www.paterva.com/web3/services/information -gathering-service/




SemiPassive Information Gatherlng ‘

A SemiPassive

G Profiling the target with methods that would appear to
the target as normal Internet traffic and behavior.

NORMAL TRAFFIC

A From http://www.paterva.com/web3/services/information -gathering-service/




Active Information Gathering

A Active
G This type of profiling should be detected by the target
organization.

G Actively seeking out new/unpublished servers,
directories, files, documents along with full network
visibility scans.

ABNORMAL TRAFFIC



Categories of Information Gatherlng

A Two General Types
G Infrastructure.

G People / Organization.



Infrastructure Information Gatherin

A Infrastructure

G Every organization with an Internet presence requires
some form of infrastructure to support that
presence. That information is what we want to discover.

G Infrastructure profiling is far easier to do andautomate
than people/organization profiling which is more
manual.



Categories of Information Gathering

A Infrastructure
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Categories of Information Gathering

A Infrastructure

Logical Network Diagram




People/Organization Information Gathenm

A People / Organization

G Every organization requires people to support that
organization. How runs the company? Who runs IT?
Who runs finance/HR? That information is what we
want to discover.

G People / Organization profiling is much more difficult to
do andautomate than infrastructure. Which John Doe
IS the right one?



A People / Organization




