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Who Am |?

* Penetration Tester for Northrop Grumman
* EthicalHacker.net columnist
* LearnSecurityOnline.com
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Agenda

* New School?

* Open Source Intelligence Gathering (OSINT)
* FierceDNS

 SEAT/Goolag

* Google Mail Harvesters

* Metagoofil

* Online Tools
* Netcraft/ServerSniff/DomainTools/CentralOps/Clez.net/Robtex

* Maltego
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X4y New School?
 + New School, just a "new” way of looking at Information
Gathering, less just discovering network blocks

(whois) and more take a “full spectrum” look at your
target.

* OSINT, Open Source Intelligence

— Out on the net for everyone to find, if you know what to look
for

— Domain Names

— Files containing useful information
— Email addresses

— Website Source

— Etc (we’'ll get into the etc)
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U OSINT

* Generally no direct contact with victim’s servers OR
no non-standard traffic directed toward victim

* End Result?

— Organization's net blocks, external servers IPs and domain
names, internal IP ranges, emails to send phishing attacks
to, phone numbers to call, trust relationships with other
organizations, & other relevant information for your audit
and hopefully identifying exploitable flaws in the target’s

network
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Isn't that what Google is for?

* Yeah kinda, Google-fu is important but we’re not
going to talk much about Google hacking, go read

the book.
SEARCH INSIDE!™

Google

Hacking

B Coarmghes iy B modumet o Condipr oo g Teohasg o

loAamny Long
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OSINT

* Information Gathering & Domain Name
Search
—Whois info, NS & AS Reports
— Search using target domain name
* Target.com
— and subdomain name
* Vulnerable.target.com

—Who's handling mail, DNS, net blocks, web
hosting, etc
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OSINT

* Information Gathering & Key Words

* Use that google-ful!
— Password
—Login
— Target specific key words
— Database/Secret/yak yak
— Google dorks
— Use SEAT/Goolag to audit a specific domain
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OSINT

* Information Gathering & File Search

* Looking for
— Network diagrams (.vsd, .jpg, .gif)
— Databases (.mdb)
— Papers & documents (.doc, .pdf, .sdw)
— Presentations (.ppt, .odp)
— Spreadsheets (.xls, .ods, .sdc)
— Configuration files (.txt, .rft)

* Thanks metagoofil!
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U OSINT

* Information Gathering & Email addresses
— Harvesting scripts

* Information Gathering & Cached Data/Links
— Archive.org, waybackmachine, Google

* Information Gathering & Source Code

— Spider the site, look at html source and
comments, file paths, file names, scripts used
on the site
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Tools of the Trade

Some, not all, plenty of others

Tools grouped by category and less
by an actual order of doing things or
methodology
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Fierce DNS

* http://ha.ckers.org/fierce/
* By Rsnake from ha.ckers.org

* “It is meant specifically to locate likely targets
both inside and outside a corporate network.”

410/ 34

p Uiassfled by Hielg b7c
Carnal O2wnace Beciassiy iy mr:g-
. CAME Qo 730 cRR




gl Fierce DNS

* First it queries your DNS for the DNS servers of
the target. It then switches to using the target's
DNS server.

* Fierce then attempts to dump the SOA records
for the domain in the very slim hope that the
DNS server that your target uses may be
misconfigured (attempts a zone transfer).”

* Once that fails (because it almost always will) it
attempts to "guess" names that are common
amongst a lot of different companies (hosts file).
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Fierce DNS

* Next, if it finds anything on any IP address it will
scan up and down a set amount looking for
anything else with the same domain name in it
using reverse lookups .

* |If it finds anything on any of those it will
recursively scan until it doesn't find any more.

il vy

p Uiassfled by Hielg b7c
Carnal J2wnace Aredasclly wy _nnnrf£-
. CAM Qul- 1700 CR




Fierce DNS

* Examples...
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Search Engine Tools
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¥ ?-1;3‘\

6; )| SEAT (Search Engine Assessment Tool)

..|I..I. :Illl..

* By Midnight Research Labs

* “SEAT uses information stored in search engine
databases, cache repositories, and other public
resources to scan a site for potential vulnerabillities.
It's multi-threaded, multi-database, and multi-search-
engine capabilities permit easy navigation through
vast amounts of information with a goal of system
security assessment.”

* Think automated GHDB on steriods ©
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http://midnightresearch.com/projects/search-engine-assessment-tool/

:: Preparation ::. | .:: Execution ::. ] ..r Analysis . |
Eile Targets Queries Help
I [ v  dp = [ B
I |a)

Targets

Queries

WWWw.nyp.org

inurl:ospfd.conf intext: password -sample -test -tutorial ~-download

intitle: "Welcome Site/User Administrator”" "Please

inurl:ipsec.conf -intitle:manpage
intitle: "lantronix web-manager"
Admin intitle:"eZ publish administration”

intitle:index.of haccess. ctl

CY N YN R YR CY R CYREYREY

inurl:"/becommunity /community/index. php?pageurl="

- "web Control Panel" "Enter your password here"

e o ) FE R [ PR L

inurl:"nph-proxy.cgi" "Start browsing through this CGI-based proxy"

<]

7 — [»)

-Description

CarnalO2wnace
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SEAT (Search Engine Assessment Tool)

SEAT: Search Engine Assessment Tool (=

.:: Preparation ::. | .:: Execution ::. ..t Analysis ::. ]_
File Targets Queries Search Engines Mined Help
=[0[HES8 g g
Targets Queries . Search Engines
LR EE e | [ inurl: ConnectComputer/precheck.htm | inurl: Remote,/logon.a
L] intext:"d.aspx?id" || inurl:"d.aspx7id"
G ot syteer
[] "Certificate Practice Statement" filetype:PDF | DOC
L] intitle:"Live View / - AXIS" | inurl:view/view.sht
[] "please log in"
L] ("Fiery WebTools" inurl:index2.html) | "WebTools enable * *
[ 1 inurl:"dispatch.oho?atknodetvoe” | inurl:class.at -]
a-—— " "Empg-- - | [2)
-~ = Statistics
Mined Results Hits: 7
www.learnsecurityonl http://www.learnsecurityonline.com/index.php?option=com_mamb Mined: 1
Results: 1
a " i 1B . B
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Goolag

* Cult of Dead Cow’'s Goolag
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http://www.goolag.org/download.html

File  Edit Tools

L.}Ljd|ja—’.f?|%

Scan Help

Avvailable Dorkz : Host: |

|| SCAn | Stop |

Drark: Irfo

- @ Advizones and Yulherabilties [215)
- @ Enor Messages [B2)

- @ Files containing juicy info [228)

[+ @ Files containing passwards [137)
- @ Files containing usemames [15)
[+ @ Foathalds [21)

thiz iz a vem ald vulnerahility dizcovered by Xanthic, can't find it in GHDE

"Powered by UPBE™ [b 1.0)I(1.0 final)l(Public Beta 1.0b] -
Powerad b UPF" B TONT 8 fnaflfiPubie fafa 706/

dork: "Powered by UPE" [b 1.0]I11.0 finalll[Public Beta 1.0b]

@ Scan...
@ Scan..
@ Scan...
@ Scan...
@ Scan...
@ Scan...
@ Blocked
@ Scan...
@ Scan...
@ Scan...
@ Scan...
@ Scan...
@ Scan...
@ Scan...
@ Scan...

£

CarnalO2wnace

i+ @ Yulnerable Files [54)
#- @ Yulnerable Servers [46]
+- @ ‘web Server Detection [71)

"powered by php icalendar’ -i...
"powered by php phato album...
"powered by PhpBE 2.0.15" -
"Powered By phpCOIM 1.2.2"
"Powered by PHP-Fuzsion +E....
"powered by phplizt |inorl: s,
"Powered by PowerPortal +1.3"
"powered by pppblog v 030"
"powered by rncms"' -runcms...
"powered by shlog" +'vergian. .
"Powered by zendcard - an a...
"Powered by Simplog"
"powered by sphider'’ -explait ..
"powered by ubbthreads"
"Pawered by JPE" [B1.001....

- @ Pages containing login portals (232) and | am surorized of how it stll workss... M
- @ Pages containing network, or vulnerability data [59) Feail

- @ Sensitive Directaries [50)

- @ Sensitive Online Shopping lnfo [9] Status Dark URL found A
- @ Yarious Orline Devices [202) @ Scan... "Powered by PHF Advanced ...

http: //=0rmy. google. com/zome P continueshttp: A Aweny, google. com/dsearch Yg=%2
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Email Harvesting

frofsy

; , Viassfled by Hedp b7c
IC arnal2wnace nmagﬁu-....,_.w.f-
CAME Qof_ /700 cRR




-{ : ” H\:‘\ \
jf:.g‘;) Google Mail Harvesters

* Goog-mail.py
* theHarvester.py
* There are plenty out there

* **ensure you modify scripts if the victim
has a location(s) outside of US to use the
appropriate google; google.de. google.be,
etc

* may want to change the regex to search
for different things [at] <at> (at)
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Google Mail Harvesters
~+ Goog-mail.py
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Google Mail Harvesters

K theHarvester.py
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http://www.edge-security.com/theHarvester.php

sing CORE IMPACT for Emaill
Harvesting

* I'm not a CORE salesman...but if you already have it
In your shop...the email harvesting isn’t too bad.

demno - CORE IMPACT

Fle  Edt
0 &

View Modues Tooks Help

PYULEEOEOEDE L

S @locahost
&} localagent

Oagents =
(S Deria of Service
(D Exploits
D Import-Export
(S nformation gathering
Sclient Side
[ Client information - email webbug
Emal Several Methods Crawler
HTTP Email Address Grabber
[ search Engines Emall Grabber
[ SMTP Emails discovery
Dons
3 DNS BIND Version Grabber
% DNS Zone Transfer
OLocal
SiNetwork discovery
(D08 detection
Dport scanners
BsurrRpPC
3 Barmner Grabber
[ Check Agent Capabities
8 Check user with Solaris FTP
1 DCE-RPC Endpoint Dumper
3 DCE-RPC SAMR Dumper

Finger
3 115 PROPFIND Internal IP Disclosure.
3 NetBIOS Name Table
Password Sniffer
% Resolve Host
® Service Identification
3 SMB Information Gathering
3 sMP Generis Browser
3 Solaris in.fingerd Information Disclosure Vuinerabilty
3 web Crawer a
(Emaintenance
Emise
(E3ny Macros
DReports
EERPT View | [BModules View
ouck womation
& Search Engines Email Grabber

[ Module Properties
Brief: Searches the web for email addresses

Category: Information gathering/Client Side
Author: CORE Security Technologies
Version: 50964
Description: This module uses regular expressions to match different ways of masking email addresses.
For example, (case doesn't matter)
Done
dsart| G @E@S (23 ActivClient 6.0 fo... || <> demo - CORE IMP....

+EQNDS

Visibility View | Generic View | Web View

= . .
¢ Started | Finished | status

Source

sl

Module Parameters

Name Value
© Search Engines Email G.

DOMAINS [pyp.org

DEPTH [

Press F1 to view help on selected parameter

Help oK Cancel

] Module Log |l Module Output | [ ModLie Parameters

MSVDM

R
o000 -¥

B

12:45 PM
Wednesday
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Using CORE IMPACT for Email
Harvesting

* Different levels of de

_eve
_eve

_eve

O ta
1 ta
2 ta

Kes a coup
Kes a coup

Kes a coup

pth
e of minutes
e of hours

e of days

* Can immediately send your client side attacks
with those emaiils in CORE ©

ICeafrlal.ﬂwxlayfel
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Document Metadata Extraction
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4 Metagoofil

* Meta-what???

* MetaGoofil - Metadata analyzer, information
gathering tool.

* "Metagoofil is an information gathering tool
designed for extracting metadata of public
documents (pdf,doc,xlIs,ppt,odp,ods)
available in the target/victim websites.
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http://www.edge-security.com/metagoofil.php

=R
~:ng Metagoofil

* “It will generate a html page with the results
of the metadata extracted, plus a list of
potential usernames and path disclosure, can
be useful for preparing a bruteforce attack on
open services like ftp, pop3,web applications,
vpn, etc.”
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Metagoofil

Meta ofil

Downloaded files
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Metagoofil

mimetype - application/msword
revision history - Rewision #1: Author 'Manny worked on
revision history - Rewision #0: Author 'Charles - . worked on
language - U.S. English

paragraph count - 45

line count - 162

last saved by - Manny

character count - 19525

template - MNormal.dot

creation date - 2002-08-30T03:12:00Z

title - WIII

word count - 3425

page count - 1

epegtar —Chaples

date - 2002-09-04TO7:12:00Z
generator - Microsoft Word 10.0

Total results for doc: 3

Searching in nyp.org for: ppt files.

Total available files: 2
http:/fwww.nyp.org/MungoBlobs/998/594/Heart Healthy Basics.ppt

Local copy Open

Important metadata:

mimetype - application/vnd.ms-powerpoint
paragraph count - 39

last saved by - Lisa

template - Slit

creation date - 2006-0l-05TOLl:14:127
title - Heart Healthy Basics

Hfraf 3o
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23 Why Metadata?

Metadata can:

Reveal the creator of a document, and even a possible
network username or derive naming convention.

Reveal the application that created the document.

Reveal the version of the software that created the
document.

Reveal creation date. Document was created recently
with vulnerable version.

S0, now we have a possible username, application used
by that individual and the software version. Now we can
deliver a directed client side attack for something
installed in the enterprise.
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On-line Tools
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fff-}ﬁﬂ Netcraft

* Netcraft can tell you what OS the web server is
running and domain information for the site but it can
also show uptime for some sites. This can be useful
to see if a site was taken down or rebooted to apply a

patch.

* The bummer is most sites are not being monitored
and they can’t monitor some operating systems like
OSX.
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http://uptime.netcraft.com/

Netcraft

Whats that site running? Izerndayﬂnlutinn&cum Search |

[ | 0S5, Web Server and Hosting History for zerﬂdaysnlutluns com |

http://zerodaysolutions.com was running Microsoft-II5 on Windows Server 2002 when last queried at 3-May-2008 08:46:50 GMT - refresh now Site Report

: FA
3 Try out the Metcraft Toolbar! Q
0s Server Last changed IP address Netblock Owner
Windows Server 2003 Microsoft-1I1S/6.0 27-Apr-2008 198.173.76,252 HTT America, Inc
ar
2 Samples of system uptime at zerodaysolutions.com
in = Latest data

Mote: Uptime - the ime since last reboot is explained in the FAQ 2-May-2008

nt o zerodaysolutions. con
vy
Ll
&y 4]
z
rE ﬁ
T
"E: 4
e rie}
o
g i | 4
g 20
-
ar 4r]
g E
=
g F:
ks 0
Q Tue Q0200 Wed 02:00 Thu 0400 Fri 0500 Sat 0700 Sun 05:00 Mon 10:00 Tue
M 3-day Moving average ® Windows Server 2003
is {c} Hetcraft, wuwuw_.netcraft,.con

a
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ServerSniff.net

* NS Reports
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http://serversniff.net/

ServerSniff.net

- AS Reports
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ServerSniff.net

e Subdomains
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ServerSniff.net

* Hosthnames on an IP
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ServerSniff.net

* Hostnames on a DNS server
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= =

Header

Page-Source
Hyperlinks on Page

Comments on Page
all H
w robots.txt A n

---------------- FErE—SEErCh -------E--------------------------------------

File-Info

Maothad Hrcthazdar el TD Hazadars
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ServerSniff.net

* Web Tools (Show hyperlinks in a page)
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ServerSniff.net

* Web Tools (Show comments in HTML)
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ServerSniff.net

* Web Tools (Show HTML Source)
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ServerSniff.net

* Web Tools (web server headers)
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ServerSniff.net

* Web Tools (SSL information)
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DomainTools.com

{JDomainTools

Wildcard search of all current/deleted/expired whois domains.

Diomain Suggestions Engine serves over 10 Billion suggestions a year.

Do you own high-quality generic domains? List them in the April 21st DomainTools Live Auction at the
Domain Roundtable Conference in San Francisco. Want to ensure your domain is listed? Reagister now for the
conference - every attendee has a guaranteed-acceptance slot of one domain in the Live Auction.

Submit a Domain - Sign up for the Boundtakble.

Our Latest Blog Post: DomainTools Live Auction - 9 comments

ﬁ More Tools and Services Domain History A Mark Alert
Complete collection of all tools. Whois history database. Alerts when a domain uses my
trademark.
Live reports on web hosting companies _E’;,,j Mame Intelligence Awards 4444 Reverse IP
_|II. Detailed uptime reports on providers ™. The 2007 awards are out, see who won. ~con® Patent pending reverse IP search.
% DNS Tools 41 Members Area & Mame Server Spyv
DNS stuff, whois, traceroute, and Modify account settings and options. I8 Follow the transfers of a name server.
ping.
E‘ Ciomain Monitor _',3"' Tvpc Generator Whois Applicaticns and Toolbars
Free tool to monitor all my domains. F Find Domain Typos on any Domain. 4 Google toolbar add-on and other

applications.
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http://www.domaintools.com/

DomainTools.com

* How many domain are hosted on
EthicalHacker.net's |IP address?

. = DomainTeols Live Auction starts closing in about..
@Domaln—rﬂols t\ 4 days 1 hour 3 mins 29 secs

Whois » Domain Suggestions p For Sale p Auctions » Advanced Auctions p

Domain Directory Ping » Traceroute » My IP Address | Domain Parking eets | Cheap Domain Mame Regi
Power Tools: | Reverse IP | Domain History | Mark Alert | Name Server Spy | Hosting History | Reagi

Reverse IP - View all domain names hosted on an IP address

Look an IP Address

Enter an IF address or domain name into the form below and click "Look Up" to get a list of
domains hosted on the zame [P address.

IP/Domain Name: |ethicalhacker net Look Up

Example: 192.168.% or 64.233.161.104

There are & domains hosted on this IP address.

Here are a few of them:

Cawffee.com
Certifiedsecuritypro.cam

Chicagocon.com
3 More...

B R S
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DomainTools Live Auction starts closing in about...
4 days 38 mins 36 secs

»

b | My IP Address
wer Tools: | Reverse IP | Domain History | M:

For Sale » Auctions » Advanced Auctions p

Domain Pa
¢ Alert

ng geta | Cheap Domain Mame Reagi tion | Bulk Check Domain Typo Generator
Mame Server Spy | Hosting History | Registrant Search | Regisirant Alert new | Forum new

Hosting History for Ethicalhacker.net

Domain Search Registrar History

Enter a Domain iame T ™

- : 2003-06-28 elcm.ccm
Domain Name: |eth|ca|hacker.net Get History |

2004-09-27 Schlund.de

Enter a domain name into the search box

to retrieve the hosting history. Name Server History

Event Date Pre-Action Server Post-Action Server

IP Address History 2002-04-30 Delete Trivalent.net -none-
2002-05-02  New -none- Trivalent.net
2004-08-14 Mot Resolvable £3.251.163.115 AR 2002-06-28 Transfer Trivalent.net Afternic.com
2004-09-25 Mew -none- 217.180.228.73 2003-04-30 Delete Afternic.com -nene-
2005-06-11 Change 217.160.226.73 82.165.199.10 2003-06-30 R e e
2005-06-18 Change §2.165.168.10 82.163.135.30 2004-08-10 Delete MName-services.com -none-
2006-01-15 Change 82.165.129.30 82.165.170.112 s e o e S
2006-04-02 Change 82.165.170.112 82.165.178.72

2006-04-15 Change 82.165.178.72 82.165.177.220

2007-05-13 Change 82.165.177.220 74.208.46.66

Z:wrping www.ethicalhacker.net

Mote: The current IP location and IF whois may not be the same as it was Pinging www.ethicalhacker.net [74.208.46.661 with 32 bytes of

on the event date.
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CentralOps.net

C Eﬂ tl' a’ ng JTE t Advanced online Internet utilities

tiilities

Domain D er
Domain Check

Traceroute
Nstookup
AutoWhois
TepQuery
BnalyzePath

Hosting metrics

(55
Pedicated hosting

Free online network utilities

Domain Dossier
Investigate domains and IP addresses. Get registrant information, DNS records, and
more.

Domain Check
See if a domain is available.

Email Dossier
Validate and investigate email addresses.

Browser Mirror
See what your browser reveals.

Ping
See if 3 host is reachable.

Traceroute
Trace the network path from this server to another,

NsLookup
Look up various domain resource records with this version of the classic NsLookup
utility.

AutoWhois
Get Whois records automatically for domains worldwide.

TcpQuery
Grab a web page, look up a domain, and mare.

AnalyzePath
Do a simple, graphical traceroute.
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http://centralops.net/co/

CentralOps.net

“« TCP Queries
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CentralOps.net

* Traceroute

frofsy
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CentralOps.net

* \Whois information
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DNS records

Utilities
name class type data time to live
Domain Dossier : .
PBomain Check ethicalhacker.net IN A 74.208.46.65 86400s (1.00:00:00)
E:;av:,-l_ir MirrI;Jr ethicalhacker.net N MxX  preference: 10 §6400s (1.00:00:00)
exchange: mx01.1andl.com
Ping
Traceroute ethicalhacker.net N NS  ns57.1landl.com 86400s (1.00:00:00)
Nslooku
A:towhg‘is ethicalhacker.net N NS  ns58.1landl.com 86400s (1.00:00:00)
lﬁgl‘i{'j:;l;th ethicalhacker.nat N ISOA. Sareer ns57.1andl.com 86400s {1.00:00:00)
Zi
email: hostmaster.1andl.com
Hosting metrics serial: 2007050601
refresh: 28800
Shared hpsting retry: 7200
;§1§ilhggzlfrilr?g expire: 504800
E‘Iedicated- hosting minimum tth: 56400
ethicalhacker.net N MX preference: 10 §6400s (1.00:00:00)
exchange: mx00.1andl.com
66.46.208.74.in-addr.arpa IN PTR 5204857828.onlinehome.us 86400s (1.00:00:00)
Service scan
FTP - 21 220 FIP Server ready
SMTP - 25 Error: TimedOut
HTTP - 80
—Modified: Thu, 17 Apr 2008 17:55:43 GML
ec n: close
ntent-Type: text/html
POP3 - 110

CarnallOwna
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CentralOps.net

* Email Verification (failure)

410/ 34

Liasfled hyﬂﬁ_ b7
: - W L Apelasciiy my  QARQ
IC arnalk?d oact ‘EI M#H—'ﬂ-ﬂuﬂ




CentralOps.net

* Email Verification (success)
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Clez.net

* Query port and service information
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CarnallOwna

net.app

what's up and running?

+ www.learnsecurityonline.com
e
% |2 info scan result

HTTP HEAD Request

HTTP/1.1 200 OK
Date

Server
¥-Powered-By
Set-Cookie
Expires
Cache-Control
Pragma
Set-Cookie

eaabade05c695b; expires=Tue, 22 Apr
2008 13

Set-Cookie
Last-Modified
Cache-Control
Connection
Content-Type

Elapsed time: 1.678 seconds.

1_.

Clez.net

* Query port and service information

SDIII " MNet & Head protocol hint httpj

port list (27)

Tue, 22 Apr 2008 01:06:34 GMT

Apache/2.0.54 (Fedora)

PHP/5.0.4

PHPSESSID=at0gl2fZml8hgam74cf80bdcs3; path=/

Mon, 26 Jul 1997 05:00:00 GMT

no-store, no-cache, must-revalidate

no-cache
b9b2496ce58424ac21fcBaa2leads431=39f1b88al4b54b4957
06:34 GMT; path=/

mosvisitor=1

Tue, 22 Apr 2008 01:06:35 GMT
post-check=0, pre-check=0
close

textfhtml; charset=UTF-8

Yrof59
Viasefled by HEely,
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Clez.net

* Query port and service information

nat_ann

t's up and running?

 hyp-org ; 2[Tgo | ® net € Head

s | 'Tinfo scan result port list (3)

Port closed/filtered

nat.ann
idr www learsecurityonling com . 221 go & et O Head
4§ T info scan resuft port list {3)

Application: OpenSSH 4.2 (protocol 2.0) Protocol: ssh

ICar‘nali}wnaﬁel

Hfraf 3o
Liasyifled by FEely
Apelascliy my  GARE

CAME Qo /20 Rk

ke




Robtex

Similar to ServerSniff
* Predates ServerSniff, use if ServerSniff is down
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http://www.robtex.com/

Tying it all together with Maltego
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Maltego

IOt o TR 0

E Emailaddress M Netblock 1 Phiase
[ PhoneMumber [ NSrecord [ Pemson
] mErecard B Cocumen t Bl (PAddress
M CHSMame M Domain

il vy

Viasslfled by H el bLre
CarnalOwnace nmagﬁu-....,_m?t-
2 CAS @l 720 cRE




Maltego

* By Roelof Temmingh from Paterva
* What is it?
* Maltego is a program that can be used to determine the relationships and
real world links between:

— People

— Groups of people (social networks)

— Companies

— Organizations

— Web sites

— Internet infrastructure such as:

* Domains
DNS names

* Netblocks
IP addresses

— Phrases
— Affiliations
— Documents and files
* All using open source intelligence (OSINT)

il vy
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http://www.paterva.com/web2/Maltego/maltego.html

Maltego

* Basically...

* We know A is related to B but they are both
related to C, or...
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Maltego

* We can see that A and B are related through C

il vy
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Maltego
* Find our MX and NS servers

410/ 34
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Maltego

* See what hostnames are shared by the DNS servers
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Maltego

* Brute force our domain names and resolve them to IPs
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Maltego

* Turn each of those IPs into netblocks and do DNS lookups
for each class C, you can also resolve those to IPs.
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Maltego

* Harvest emails for the domain and verify them.

il vy
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Maltego

* Harvest documents for the domain and parse the metadata,
get emails and usernames.
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Maltego

* You can also harvest phone numbers for those users.
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Maltego

* See shared domains

frofsy
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Maltego

* Sort your view, see relationships, make pretty pictures.

(jn New Graph (2) * xl

| Mining View " Centrality View " Edge Weighted View | o

i ked
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Maltego

* Sort your view, see relationships, make pretty pictures.

ew Graph (1) * =
|| Centrality View " Edge Weighted View | Ol g e

0

ethicalhacker.net

< 74N 06 0
?42[:8460-?42[1846255'0 o

.208.0.0-74.208 .63 255

WWWw.e er.net

i ked
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Maltego

* Sort your view, see relationships, make pretty pictures.

| Edge Weighted view | &, | #12| I

é o ® o
o ° o \Y &
5 \ 2 0
- - .-'Q G P Q0 e
ng ® o ﬂd; 2
é & & 5
& o

Vi ked
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Maltego

* What else can Maltego do?

* Technorati transforms, blog tags, search blogs for phrases
* Incoming links, who links to your domain

* Social network transforms

* Can print the graphs now

* Can export the data into .csv, can save the maltego file and be
opened by any other maltego instance

* Can write your own transforms or stand up your own server.

* ** yersion 2 is for pay but cheap $430 USD for first year

410/ 34
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‘f) Other Stuff--Exif metadata

* Information from jpeg metadata

— Can tell us time, location, camera type from
iImages, put a person at a specific place at
time (sort of —only as accurate as the camera
time)

— Useful? Maybe

— Sometimes unaltered original photo can be
found in thumbnail

— Online exif viewer

i ked
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http://regex.info/exif.cgi

Exif metadata

* Information from jpeg metadata

M4 ~-Lust p )| C & QE

T

Photo: ten-fucking-days-from-ha.ckers

Dimensions: 640x 430

Date & Time: 2007:08:03 09:13:59
FMumber: 4.0

Exp. Time: 1/8

Focal Length: 12,120

IS0 Speed:

Hirof3v
p Uiassfled by Hielg b7c
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http://hackademix.net/2007/08/05/two-faces-same-card/

"+ Information from jpeg metadata

M File Properties

Exif metadata

C:ADeathlyHallows HPT pages 001-1 394MG_3624 jpg

|Fi|e 1of 77

1. F'h_l,lsic:all 2 Detalls 3 Info | 4 Databaze | 5. Keywords | B User Fislds | 7. Galleriesl

* Harry Potter book leakage and camera serial #

2%
Help |

Canon macro mode: 0

Canon self-timer: 0

Canon qualiby: Fine

Canan flash mode: Auto + Fed-eve
Canon diive mode: Single

Canon focus mode: Al Focus

Canon image zize: Large

Canon easy shooting mode: Full auto
Canon digital zoom; BB535

Canon contrazt; High

Canon zaturation: High

Canon sharpnesz: High

Canaon metering mode: Evaluative
Canon focus type: 2

Canon AF paint: 16385

Canon expozure mode: Easy shooting
Canon long focal length: 55

Canan shart focal length: 18

Canon focal length units: 1

Canon flazh activity: Mot fired

Canon flash details: 8200

Canon G1 focus mode: ERS35
Canon white balance: Auto

Canon burst sequence: O

Canon subject distance: 0.077000
Canon flash bias: 0.000000

Canon firrmware wergion: Firmware YWersion 1.0.2
Canon senal number: BE0157117

ExIF |

Canon image number: 1363624

Caransasllwna?r
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* Ok lots of information what did | get from all of it?

— If you are allowed to send social engineered emails or do client
side attacks, you have an initial target list of email addresses.
Using email dossier/maltego | can verify working email
addresses. | only need one person to open/click that email for
my foothold.

— Naming conventions, users and offices, phone numbers,
relationships between organizations

— Target organization’s IP Space and footprint. VPN server’s IP,
Terminal/Citrix server IPs, firewall’s IP, etc.

— Software versions of software that is typically targeted in client
side attacks (MS office)

— Using Maltego we see the relationships between our site and
other sites in addition to the above.

— All gained without your typical definition of “scanning”
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Questions?

Chris Gates (CG)
http://carnalOwnage.blogspot.com
http://www.learnsecurityonline.com
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